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SECTION I - INTRODUCTION 1 


EE PP EE QE RSR ER EE BG IEEE A EIT SERRE AI RER GI 


The Solicitor General of Canada is required under section 195 of the Criminal Code to prepare 
and present to Parliament an annual report on judicially authorized interception of private 
communications by the Royal Canadian Mounted Police (RCMP), provincial and municipal 
police forces with respect to proceedings that may be instituted at the instance of the Government 
of Canada and conducted by or on behalf of the Attorney General of Canada.' The report covers 
applications for authorizations in relation to offences listed in Table 4 of this report up until 
December 31, 2002. 


The report also contains information related to certain Criminal Code offences that occurred in 
the Northwest Territories, Nunavut or Yukon, as well as offences that meet any of the 
requirements set out in section 2 of the Security Offences Act. 


Section II of the report provides an overview of the key procedural requirements of Part VI of the 
Criminal Code. Section III presents data provided by agents of the Solicitor General of Canada 
who are designated pursuant to paragraph 185(1)(a) of the Criminal Code and information 
contained in the operational reports of police forces that requested that applications be made for 
authorized interception. Section IV provides a general assessment of the importance of electronic 
surveillance for the investigation, detection, prevention and prosecution of offences in Canada as 
required by paragraph 195(3)(b) of the Criminal Code. 


Appendix "A" lists designated agents of the Solicitor General of Canada who made an 
application for an authorization in accordance with sections 185 and 487.01 of the 

Criminal Code. Appendix "B" lists peace officers designated by the Solicitor General of Canada 
who made an application for an authorization in accordance with sections 188 and 487.01 of the 
Criminal Code. 


' Tt should be noted that subsection 195(5) of the Criminal Code also requires that the Attorney General of each 
province prepare and make public a similar report in connection with authorizations requested by agents designated 
by the provincial Attorney General and interceptions granted for offences under provincial jurisdiction. 
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The provisions of what is now Part VI of the Criminal Code came into force on July 1, 1974. The 
legislation protects the privacy of Canadians by making it an offence to intercept private 
communications except as provided for by law, while providing the police with the means to 
obtain judicial authorizations to conduct electronic surveillance to assist in criminal 
investigations. 


The following are the key features of the requirements related to the application for and the 
granting of an authorization under section 185 and a warrant under section 487.01: 


e A police investigator must swear an affidavit deposing to the facts relied upon to justify the 
belief that an authorization or warrant should be given, and must provide reasonable and 
probable grounds to believe that electronic surveillance of certain persons may assist the 
investigation of the offence. 


e An agent designated by the Solicitor General of Canada to make an application for an 
authorization to intercept private communications is responsible for ensuring that all matters 
relating to the application comply with the law. In addition, the agent must ensure that the 
offence, although provided for in law, is of a serious enough nature to warrant the application 
and that sufficient evidence does not already exist to prove the offence. 


e The judge, when considering the application, must be satisfied that granting the authorization 
would be in the best interests of the administration of justice and that other investigative 
procedures have been tried and failed, other investigative procedures are unlikely to succeed 
or the urgency of the matter is such that it would be impractical to carry out the investigation 
of the offence using only other investigative procedures. The last two requirements do not 
apply to applications relating to criminal organization offences or, more recently, terrorism 
offences. The judge may also impose such terms and conditions regarding the 
implementation of the authorization as the judge considers appropriate. 


The following are the key features of the procedural regime: 


e Only the Solicitor General of Canada, or persons specially designated by the 
Solicitor General of Canada, may make an application for an authorization in relation to 
offences that would be prosecuted on behalf of the Government of Canada. In practice, 
applications for authorizations are made by lawyers employed by or under contract with the 
federal Department of Justice who are designated by the Solicitor General of Canada, and 
peace officers who are specially designated by the Solicitor General of Canada for the 
purpose of applying for emergency authorizations under section 188 of the Criminal Code. 
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An agent designated by the Solicitor General of Canada can, on the basis of an affidavit sworn by 

a peace officer or public officer, apply for an audio or video surveillance authorization. A judge 
of a superior court of criminal jurisdiction or as defined in section 552 of the Criminal Code may 
grant an authorization if, among other things, the judge is satisfied that it conforms with the criteria 
specified in the Criminal Code. 


Peace officers specially designated by the Solicitor General of Canada may also apply directly to 
a judge for an audio or video authorization, if the urgency of the situation requires surveillance 
before a non-emergency audio or video authorization could be obtained with reasonable 
diligence. This emergency video or audio authorization may be granted for a period not 
exceeding thirty-six hours. 


Applications may also be made for a renewal of an authorization. A judge may grant such an 
application if he or she is satisfied that the same circumstances which applied to the original 
application for the authorization still apply. Renewals, therefore, serve to extend the period during 
which audio or video surveillance may lawfully be undertaken. 


In granting an application for an authorization, a judge may impose such terms and conditions as the 
judge considers advisable in the public interest. The terms or conditions a judge may impose consist of 
restrictions or limitations on who, how, when, where or what interceptions may be made. Examples 
include such requirements as live monitoring, live monitoring accompanied by visual surveillance, or 
restrictions based on solicitor-client privilege or other confidential relationships. 
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APPLICATIONS FOR AUTHORIZATIONS AND RENEWALS 
Paragraphs 195(2)(a) and (b) of the Criminal Code require statistics relating to: 
(a) the number of applications made for authorizations; 


(b) the number of applications made for renewal of authorizations; 


TABLE 1 
re NUMBER OF APPLICANTS 

TYPE OF APPLICATION MADE Fe Fe ae Baal ae 
Audio SolS5iC Cm ap is7 145 149 | 126 124 
Video S.487.01 C.C. | 6 5 Cr ee 21 
Renewals S.186 C.C. | 10 7 EB COT 8 
| Emergency audio S.188 C.C. 0 4 2 0 2 
Emergency video S.487.01 C.C. 0 0 0 0 0 
TOTAL 173 161 164 132 155 


Table 1 presents the number of applications made for audio and video authorizations and 


renewals each year for the five-year period 1998 to 2002. The data is categorized by the three 
types of applications for which authorizations may be granted: audio and video applications 
(maximum duration sixty days) and renewals thereof pursuant to subsections 185(1), 186(6) and 
section 487.01 of the Criminal Code and emergency applications (maximum duration 36 hours) 
pursuant to subsection 188(1) and section 487.01 of the Criminal Code. 


SECTION III - STATISTICS 


Paragraph 195(2)(c) of the Criminal Code requires information relating to: 
(c) the number of applications referred to in paragraphs (a) and (b) that were granted, the 
number of those applications that were refused and the number of applications referred 


to in paragraph (a) that were granted subject to terms and conditions; 


NOTE: NO APPLICATION FOR AN AUTHORIZATION OR A RENEWAL HAS BEEN 
REFUSED FOR THE PERIOD 1998-2002. 


FIGURE 1 


WITH TERMS AND CONDITIONS (© WITHOUT TERMS AND CONDITIONS 


1998 1999 2000 2001 2002 
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PERIOD FOR WHICH AUTHORIZATIONS AND RENEWALS GRANTED 
Paragraph 195(2)(f) of the Criminal Code requires information relating to: 


(f) the average period for which authorizations were given and for which renewals thereof 
were granted; 


TABLE 2 


AVERAGE PERIOD OF TIME VALID 


TYPE OF AUTHORIZATION 1998 2000 | 2001 | 2002 
Audio S.185 C.C. (days) 60.0 59.4 


4_| 60.0 | 60.0 
| 60.0 | 568 | 60.0 | 516 | 
| 36.0 | 36.0 | 0.0 | 360 | 

0.0 0.0 0.0 0.0 


Video S.487.01 C.C. (days) 
Emergency audio S.188 C.C. (hours) 0.0 
Emergency video S.487.01 C.C. (hours) 


Although authorizations may be valid for a period of up to sixty days, this does not necessarily 
mean interceptions are made during the entire period. For example, sufficient evidence may be 
obtained as a result of the authorization to prove the offence and to lay charges prior to the 
expiration of the authorization. 


Paragraph 195(2)(g) of the Criminal Code requires information relating to: 


(g) the number of authorizations that, by virtue of one or more renewals thereof, were 
valid for more than sixty days, for more than one hundred and twenty days, for more 
than one hundred and eighty days and for more than two hundred and forty days; 


TABLE 3 


RENEWAL PERIOD NUMBER OF AUTHORIZATIONS RENEWED 


(DAYS) 
61-120 


2 3 


181-240 


241 or more 
TOTAL RENEWALS 


The categories in Table 3 are mutually exclusive. For example, an authorization valid for a 
period of sixty days which was renewed for a further sixty days is counted in the category 
61-120 days, and an authorization of sixty days coupled with three sixty-day renewals would be 
counted in the 181-240 category. 
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OFFENCES SPECIFIED IN AUTHORIZATIONS 


Paragraph 195(2)(7) of the Criminal Code requires information relating to: 


(i) the offences in respect of which authorizations were given, specifying the number 
of authorizations given in respect of each of those offences; 


TABLE 4 


NUMBER OF AUTHORIZATIONS 


F E 
ee es 1998 | 1999 2000 2001 2002 
Trafficking Det) ie 185 141 139 110 121 
Possession of a narcotic 
for the purpose of trafficking 5(2) Nee A, 2 124 as 
Importing and exporting Se Er Se 72 [1800 
Controlled | Possession for the purpose 3 2 
Drugs and | of exporting 6(2) 
Substances | Production je ee NT ee ETS 
Act* Possession of property 
obtained by designated 114 125 117 101 25 
substance offences 8 
Laundering proceeds of designated 108 21 
substance offences 9 | 
Trafficking 4) | 6 | 7 | 1 
io an [ale 
of trafficking 4(2) oe Ne ae ae 
Control Possession of property N/A 
Act* obtained by certain offences 19.1 


of certain offences 19.2 


* The Controlled Drugs and Substances Act was brought into force on May 14, 1997, replacing the Narcotic 
Control Act and Parts II and IV of the Food and Drugs Act. However, data reported for 1998, 1999 and 2000 
indicate that in rare circumstances, authorizations have specified offences under the Narcotic Control Act. 
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TABLE 4 (Continued) 


NUMBER OF AUTHORIZATIONS 


a 
153 


False statements SEEN es a ET 
Smuggling/attempt 
to smuggle goods 20 11 4} 
Customs into Canada 159 
Act Possession of property 

obtained by smuggling 163.1 ie ke A ; : 
Laundering proceeds 


Deceptive marketing 52.1 FN 

Possession of property ba ee 

obtained by excise 7 2 = 

offences 126.1 

of excise offences 126.2 

Unlawful distillation 158 | 0 | ie. Ona, 

More Unlawful selling 11 PET 
Ne of spirits 163 

Unlawful manufacture 

of tobacco products 226 Es 


STATUTE 


Export and 
Import 
Permits Act 


Competition 
Act 


Unlawful packaging 
or stamping 233(1) 
Unlawful possession 
or sale of manufactured 12 
tobacco or cigars 240(1) 
Immigration | Organizing entry 

Act into Canada 94 


pi 
= 
a 
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TABLE 4 (Continued) 


NUMBER OF AUTHORIZATIONS 


STATUTE TYPE OF OFFENCE 


Forgery of passport 

Using Explosives 

Possession of a prohibited 
weapon 

Importing or Exporting of 
prohibited weapon* 

Possession of weapons obtained 
by commission of offence 
Weapons trafficking 
Possession for the purpose 
of weapons smuggling 
Obstructing justice 
Murder 

Attempted murder 
Uttering death threats 3 
Assault with a weapon 5 
or causing bodily harm 267 


pi 
i) 
Se 


D | = 
Ge | Lo 
\® 


un 


| Aggravated assault "268 | 3 | 3 | 0 | 4 


Unlawfully causing bodily 3 1 3 
harm 269 


Criminal 
Code 


Theft, forgery, etc., of 

credit card 

Robber 

Extortion 

Criminal interest rate 

Break and enter 

Possession of property 
obtained by crime 

Forger 

Uttering forged document 
Possession of instruments 

of forger 

Fraud 

Fraudulent manipulation 

of stock exchange 
transactions 

Intimidation of justice system 
participant or journalist 423.1 
Arson -— disregard 

for human life 


où 
| 
Al 


29 
EN 
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| 
pS 
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STATUTE 


TABLE 4 (Continued) 


TYPE OF OFFENCE 


NUMBER OF AUTHORIZATIONS 


Criminal 
Code 


Arson — damage to property 434 


Making counterfeit money 449 


Buying, receiving, 
possessing or importing 
counterfeit money _ 450 


Uttering counterfeit money 452 


Laundering proceeds 
of counterfeit money 462.31 


Attempts, accessories 463 


Counselling 464 


Conspiracy 465 


Participating in Criminal 
Organization 467.1 


Participating in activities of 
a criminal organization 467.11 


Commission of an offence for 
a criminal organization 467.12 


Instructing commission 
of an offence for a criminal 
organization 


* This section was repealed on December 1, 1998, with the implementation of the Firearms Act. 


Most authorizations granted to agents of the Solicitor General of Canada provide for the use of 
electronic surveillance in relation to more than one offence. A typical example of such an 
authorization would be in relation to sections 5 (trafficking), 6 (importing and exporting), and 

7 (production) of the Controlled Drugs and Substances Act and conspiracy under section 465 of the 
Criminal Code to commit these offences. Table 4 presents the number of times specific offences 
were provided for in authorizations granted to agents of the Solicitor General of Canada. For 
example, of the 161 authorizations granted in 1999, 141 of these authorizations specifically 
provided for the use of electronic surveillance in connection with trafficking a narcotic, 130 for 
possession for the purpose of trafficking, etc. 
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CLASSES OF PLACES AND METHODS OF INTERCEPTION 
Paragraph 195(2)(j) of the Criminal Code requires information relating to: 


(j) a description of all classes of places specified in authorizations and the number of 
authorizations in which each of those classes of places was specified; 


TABLE 5 


CLASS OF 
PLACE 


2 
47 
17 
55 


Paragraph 195(2)(k) of the Criminal Code requires information relating to: 


(k) a general description of the methods of interception involved in each interception under 
an authorization; 


TABLE 6 


METHOD NUMBER OF METHODS 


OF INTERCEPTION 


Other 
TOTAL 1260 1215 1548 


It should be noted that the data reported for 2002 will likely rise in future reports as the data are 
updated. 
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LEGAL PROCEEDINGS, USE OF INTERCEPTED MATERIAL AND DISPOSITION 
Paragraph 195(2)(/) of the Criminal Code requires information relating to: 


(1) the number of persons arrested whose identity became known to a peace officer as 
a result of an interception under an authorization; 


FIGURE 2 


It should be noted that the data reported for 2002 will likely rise in future reports as the data are 
updated. 
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Paragraph 195(2)(d) of the Criminal Code requires information relating to: 


(d) the number of persons identified in an authorization against whom proceedings were 
commenced at the instance of the Attorney General of Canada in respect of: 


(i) an offence specified in the authorization, 


(ii) an offence other than an offence specified in the authorization but in respect of 
which an authorization may be given, and 


(ili) an offence in respect of which an authorization may not be given; 


TABLE 7 


NUMBER OF PERSONS 
AGAINST WHOM PROCEEDINGS 
CATEGORY OF OFFENCE WERE COMMENCED 
(IDENTIFIED IN AUTHORIZATION) 


Offence specified in authorization 


Offence for which an authorization may be given 30 27 
but not specified in the authorization 
Offence for which no authorization may be given 


Paragraph 195(2)(e) of the Criminal Code requires information relating to: 


(e) the number of persons not identified in an authorization against whom proceedings 
were commenced at the instance of the Attorney General of Canada in respect of: 


(i) an offence specified in such an authorization, 


(ii) an offence other than an offence specified in such an authorization but in respect 
of which an authorization may be given, and 


(iii) an offence other than an offence specified in such an authorization and for which 
no such authorization may be given, 


and whose commission or alleged commission of the offence became known to a peace 
officer as a result of an interception of a private communication under an 
authorization. 
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TABLE 8 


NUMBER OF PERSONS 
AGAINST WHOM PROCEEDINGS 
WERE COMMENCED (NOT 
IDENTIFIED IN AUTHORIZATION) 


CATEGORY OF OFFENCE 


Offence specified in authorization 
Offence for which an authorization may be given 12 38 Pis am Gif ee: | 
but not specified in the authorization 

Offence for which no authorization may be given 


Tables 7 and 8 contain information relating to the number of persons charged for all types of 
offences, including Criminal Code offences. Moreover, the three categories of offences are not 
treated as being mutually exclusive, and persons charged with more than one category of offence 
are counted more than once. Therefore, one cannot add the columns in Tables 7 and 8 to obtain 
the total number of persons. It should be noted that the data reported for 2002 will likely rise in 
future reports as the data are updated. 


Tables 7 and 8 are interrelated. Table 7 provides information on the number of persons identified 
in an authorization charged with specific categories of offences, i.e., an offence specified in the 
authorization, an offence other than an offence specified in such an authorization but in respect 
to which an authorization may be given, or an offence other than an offence specified in such an 
authorization and for which no such authorization may be given. Table 8 provides similar 
information on persons not identified in an authorization, but charged as a result of information 
from the authorized interception. 
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Paragraph 195(2)(m) of the Criminal Code requires information relating to: 

(m) the number of criminal proceedings commenced at the instance of the Attorney General 
of Canada in which private communications obtained by interception under an 
authorization were adduced in evidence and the number of those proceedings that 
resulted in a conviction; 


FIGURE 3 


CRIMINAL PROCEEDINGS/EVIDENCE ADDUCED [MCONVICTIONS 


1998 1999 2000 2001 2002 


It should be noted that the data reported for 2002 will likely rise in future reports as the data are 
updated. 
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Paragraph 195(2)(n) of the Criminal Code requires information relating to: 

(n) the number of criminal investigations in which information obtained as a result of the 
interception of a private communication under an authorization was used although the 
private communication was not adduced in evidence in criminal proceedings commenced 
at the instance of the Attorney General of Canada as a result of the investigations. 


FIGURE 4 


@ CRIMINAL PROCEEDINGS/EVIDENCE NOT ADDUCED [MCONVICTIONS 


248 


1998 1999 2000 2001 2002 


It should be noted that the data reported for 2002 will likely rise in future reports as the data are 
updated. 
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NOTIFICATIONS 
Pursuant to subsection 196(1) of the Criminal Code, the Solicitor General of Canada is required to 
notify in writing the person who was the object of the interception. Furthermore, paragraph 195(2)(h) 


requires that the Annual Report of the Solicitor General of Canada provide: 


(h) the number of notifications given pursuant to section 196; 


FIGURE 5 


srnecincentnenemieniinntnntintinsieny, 


800 | 


1998 EES 2000 2001 2002 


Notification is served on those persons identified in the authorization who were actually under 
electronic surveillance. There is therefore a significant difference in the number of persons named 
in authorizations and the number of persons notified. Another factor which contributes to this 
difference is that notification may be delayed for up to three years if the investigation is in relation 
to a criminal organization and is continuing. 
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PROSECUTIONS FOR UNLAWFUL INTERCEPTIONS AND UNLAWFUL DISCLOSURE 


Paragraph 195(3)(a) of the Criminal Code requires that the Annual Report provide information 
relating to: 


(a) the number of prosecutions commenced against officers or servants of Her Majesty in 
right of Canada or members of the Canadian Forces for offences under section 184 or 
section 193; 


No such prosecutions have been initiated for the period 1998 to 2002. 


Subsection 184(1) of the Criminal Code, with a number of specific exceptions, makes it an 
offence for a person to willfully intercept a private communication by means of an 
electromagnetic, acoustic, mechanical or other device. Subsection 193(1), with similar specific 
exceptions, makes it an offence to disclose private communications that are lawfully intercepted, 
or to disclose the existence of such intercepted communications. 
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Paragraph 195(3)(b) of the Criminal Code requires that the Annual Report provide a: 


(b) general assessment of the importance of interception of private communications for the 
investigation, detection, prevention and prosecution of offences in Canada. 


INVESTIGATION 


The lawful interception of private communications is a vital tool used by law enforcement 
agencies in the investigation of criminal activities of organized crime groups, especially with 
respect to the trade of illicit drugs. The statistics presented in Section HI of this report indicate 
that the majority of authorizations issued are in relation to the offence of trafficking in a 
controlled substance. 


DETECTION 


The illegal activities of organized criminal groups would remain largely undetected were it not 
for the active investigation of the police. Offences such as money laundering, smuggling and 
drug trafficking present serious threats to the safety and stability of Canadian communities, and 
the lawful interception of private communications provides a means for the police to detect, and 
consequently investigate, the commission of such offences. 


PREVENTION 


The use of electronic surveillance in investigations has led to numerous drug seizures, leading to 
a reduction in the amount of illicit drugs and crime associated with their abuse. Without this 
crucial tool, the ability of the law enforcement community to prevent crimes and ensuing social 
harm would be seriously hindered. 


PROSECUTION 


Investigations of the activities of organized crime groups are increasingly complex and 
sometimes difficult to prove in a court of law. The use of electronic surveillance often provides 
strong evidence against those accused of being involved in illegal activities, increasing the 
likelihood of conviction. The prosecution of such offenders increases public confidence in the 
criminal justice system and contributes to public safety by holding such persons responsible for 
their actions. 
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CASE EXAMPLE 


In December 2002, the Royal Canadian Mounted Police Airport Drug Section searched nine 
residences and arrested nine people in connection with an alleged international cocaine 
smuggling network based in and around the Greater Toronto Area. The RCMP Airport Drug 
Section consists of members from the Toronto Police Service, Peel Regional Police, Ontario 
Provincial Police and Canada Customs and Revenue Agency. Its year-long investigation included 
audio surveillance, which targeted several subjects who were part of an organized criminal 
network smuggling cocaine into Canada and the United Kingdom from Panama and Jamaica. 
The cocaine was destined for Southern Ontario communities along the corridor from Kitchener 
through the Greater Toronto Area to Oshawa. The network engaged mainly female “couriers” to 
transport the drugs that were typically hidden in false-bottomed suitcases. Approximately 30 kg 
of cocaine from “couriers” in Canada, Panama and the United States were seized. Also in 
connection with this investigation, U.S. authorities seized approximately 11 kg of marihuana at 
the Niagara Falls border along with the transport truck in which the marihuana was concealed. 
Further arrest warrants for offences under the Controlled Drugs and Substances Act have been 
issued for a number of people in Canada, Panama and the United States with respect to this 
operation. As a result, the infrastructure of this drug smuggling network has been completely 
dismantled, preventing the proliferation of other types of cross-border crime, which is important 
to the safety and security of people in both Canada and the United States. 
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Designated Agents who made applications in accordance with subsections 185(1) and 487.01(1) 
of the Criminal Code, as required by paragrah 195(1)(a) of the Criminal Code: 


C. Bélanger 
R. Benoit 

M. Bertrand 
B. Boyd 

H. Connolly 
K. Gorman 

J. Gormley 

J. laona 

S. Kovacevich 
J. M. Loncaric 
A. Meghani 
B. Mercier 

T. Nadon 

E. Neufeld 

H. O’Connell 
M. O’ Malley 
J. C. Randall 
E. M. Reid 

J. Richardson 
L. Rose 

P. Roy 

R. Roy 

B. L. Veldhuis 
M. Vien 

K. Ward 
L7upber 
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Designated Peace Officer who made applications in accordance with subsections 188(1) and 
487.01(1) of the Criminal Code, as required by paragraph 195(1)(b) of the Criminal Code: 


Randy Jesse 
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SECTION I - INTRODUCTION I 
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Part VI of the Criminal Code sets out procedures for the law enforcement community to obtain 
judicial authorization to conduct electronic surveillance of private communications to assist in 

criminal investigations. These procedures are to be carried out in such a way as to ensure that 

the privacy of individuals is respected as much as possible during the surveillance. 


As a measure of accountability, section 195 of the Criminal Code requires the Solicitor General 
of Canada’ to prepare and present to Parliament an annual report on the use of electronic 
surveillance under Part VI for offences that may be prosecuted by or on behalf of the Attorney 
General of Canada. In particular, the annual report must include the following information: 


e the number of applications made for authorizations, or for renewal of authorizations; 


e the number of applications that were granted, that were granted subject to terms and 
conditions, and that were refused; 


e the number of persons identified in an authorization who were charged for various 
offences; 


e the number of persons not identified in an authorization who were arrested or charged 
for various offences, because they became known to peace officers” as a result of 
authorized surveillance; 


e the average time for which authorizations were issued and for which renewals were 
granted; 


e the number of authorizations valid for more than 60, 120, 180, and 240 days; 


e the number of notifications given to people who had private communications 
intercepted; 


e the offences for which authorizations were granted; 


e a description of the classes of places set out in authorizations, and the number of 
authorizations granted for each class of place; 


e a general description of the methods of interception used; and 


e the number of proceedings in which intercepted communications were entered as 
evidence, or in which information from intercepted communications is used but the 
communication itself is not entered as evidence. 


' As of December 12, 2003, the Solicitor General of Canada has a new title which is styled as the Deputy Prime 
Minister and Minister of Public Safety and Emergency Preparedness. Since the Criminal Code does not yet reflect 
the new name, this report will continue to refer to the Solicitor General of Canada until the necessary legislative 
changes have been made. 

* A “peace officer” is defined in section 2 of the Criminal Code and includes police officers. 
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The 2003 Annual Report covers a five-year period from 1999 to 2003. The Report includes new 
statistics for the period of January 1, 2003 to December 31, 2003, and updates the figures for the 
years 1999 to 2002. 


The 2003 Annual Report is organized in the following manner: 


e Section I is the introduction to the report. 


e Section II provides an overview of the procedures and processes set out in Part VI of 
the Criminal Code. Information on section 487.01 of the Criminal Code is also 
provided as the law enforcement community can obtain authority to conduct video 
surveillance by applying for a ‘general’ warrant pursuant to this section. 


e Section III presents the statistical information that must be included in each annual 
report pursuant to subsections 195(2) and 195(3) of the Criminal Code. 


e Section IV provides a general assessment of the importance of electronic surveillance 
for the investigation, detection, prevention, and prosecution of offences as required 
by paragraph 195(3)(b) of the Criminal Code. 


e Appendix “A” provides a list of the designated agents of the Solicitor General of 
Canada who made an application for an authorization under sections 185 and/or 
487.01 of the Criminal Code. 


e Appendix “B” lists peace officers designated by the Solicitor General of Canada who 
made an application for an authorization under sections 188 and/or 487.01 of the 
Criminal Code. 
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As indicated in Section I, Part VI of the Criminal Code sets out procedures for the law 
enforcement community to obtain judicial authorization to conduct electronic surveillance to 
assist in criminal investigations. 


Peace officers can only obtain this authorization to intercept private communications for certain 
offences, which are listed in section 183 of the Criminal Code. These offences include serious 
offences such as facilitating terrorist activity, weapons trafficking, child pornography, child 
abductions, drug trafficking, and organized crime offences. 


Part VI also sets out the requirements that must be met to successfully apply for an authorization 
to intercept private communications. These requirements include: 


e Only the Solicitor General of Canada, or persons specially designated by the Solicitor 
General of Canada, may make an application for an authorization with regard to 
offences that may be prosecuted by or on behalf of the Attorney General of Canada. 


e Before an application to intercept private communications is made to a judge, the 
Solicitor General of Canada or a designated person must be satisfied that the offence 
is serious enough to warrant the application, and that there is insufficient evidence to 
prove the offence without the authorization. The designated person is also 
responsible for ensuring that all matters relating to the application comply with the 
law. 


e The person making the application must include a sworn affidavit. The affidavit must 
include information such as the facts the designated person is relying on to justify the 
need for an authorization, details about the offence, and the names and addresses of 
the persons whose private communications would be intercepted (section 185). 


e Before an authorization is issued, the judge hearing the application must be satisfied 
that it would be in the best interests of the administration of justice to authorize the 
electronic surveillance. Except in the case of some specific offences, such as 
terrorism, the judge must also be satisfied that other investigative procedures have 
been tried and failed, that other investigative procedures are unlikely to succeed, or 
that there is an urgency such that other investigative procedures are impractical. The 
judge may impose terms and conditions on the authorization, including conditions to 
ensure that the privacy of individuals is respected as much as possible during the 
surveillance (section 186). 


Generally, authorizations are not issued for a period of time longer than 60 days 

(paragraph 186(4)(e)). However, designated persons may apply to a judge to have the 
authorization renewed, which extends the period of time during which they can lawfully conduct 
electronic surveillance. Before the judge may renew the authorization, he or she must be 
satisfied that the same circumstances that applied to the original application for authorization 
still apply (subsection 186(6)). 
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Provisions also exist for designated persons to obtain authorizations in emergency situations. 
Under section 188 of the Criminal Code, a designated person may apply to a judge for an 
authorization if the urgency of the situation requires interception of private communications, but 
there is not enough time to use the regular application process to obtain an authorization. An 
authorization issued in these circumstances may be issued for a period of up to thirty-six hours, 
and the judge may impose terms and conditions. 


In addition to applying for an authorization to intercept private communications under Part VI, 
peace officers may apply to a judge for a ‘general’ warrant under section 487.01 of the Criminal 
Code. This section enables the issuance of a warrant for the use of any device or investigative 
technique that is not contemplated elsewhere in the Criminal Code or any other Act of 
Parliament. For example, this type of warrant would allow peace officers to carry out video 
surveillance of a person in circumstances where the person has a reasonable expectation of 
privacy. As with other judicial authorizations, certain requirements must be met before a 
warrant can be issued. In the case of warrants issued pursuant to section 487.01, these 
requirements include: 


e The judge must be satisfied by information provided under oath and in writing (i.e. a 
sworn affidavit) that there are reasonable grounds to believe that an offence has been 
or will be committed, and that information about the offence can be obtained by 
conducting video surveillance. 


® The judge must be satisfied that it is in the best interests of the administration of 
justice to issue the warrant. 


e There must be no other provision in the Criminal Code or any other Act of Parliament 
that would provide for a warrant, authorization or order to allow the intended video 
surveillance to be carried out. 


e The judge may also impose terms or conditions on the warrant, including conditions 
to ensure that the privacy of individuals is respected as much as possible during the 
surveillance. 
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APPLICATIONS FOR AUTHORIZATIONS AND RENEWALS 
Paragraphs 195(2)(a) and (b) of the Criminal Code require statistics relating to: 
(a) the number of applications made for authorizations; 


(5) the number of applications made for renewal of authorizations; 


TABLE 1 
a à OF APPLICATIONS 
DRE PICATION x 1999 2000 2001 2002 2003 


Ac cies ie ns Cie S1609 7PM 36 QU» 87 | 
Ti ome eee lee (ks eee 
Renewal iT S18 Gy Tea 4 le ES tae 1e 
[Emergency audio ob peer’ 5.188 CC ries de | Maer Dope SRO EER ess 
[Emergency video S.487.01C.C.| 0 | 0 | o | 0 | 0 | 


MORAL elit ve a0 art ot RE] oo OTR 178 oe Tae 95 | 


Table 1 presents the number of applications made for audio and video authorizations and 
renewals each year for the five-year period 1999 to 2003. The data is categorized by the three 
types of applications for which authorizations may be granted: audio and video applications 
(maximum duration sixty days) and renewals thereof pursuant to subsections 185(1), 186(6) and 
section 487.01 of the Criminal Code and emergency applications (maximum duration 36 hours) 
pursuant to subsection 188(1) and section 487.01 of the Criminal Code. 
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Paragraph 195(2)(c) of the Criminal Code requires information relating to: 

(c) the number of applications referred to in paragraphs (a) and (b) that were granted, the 
number of those applications that were refused and the number of applications referred 


to in paragraph (a) that were granted subject to terms and conditions; 


NOTE: NO APPLICATION FOR AN AUTHORIZATION OR A RENEWAL HAS BEEN 
REFUSED FOR THE PERIOD 1999-2003. 


FIGURE 1 


a WITH TERMS AND CONDITIONS C.WITHOUT TERMS AND CONDITIONS 


1999 2000 2001 2002 2003 
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PERIOD FOR WHICH AUTHORIZATIONS AND RENEWALS GRANTED 
Paragraph 195(2)(f) of the Criminal Code requires information relating to: 


(f) the average period for which authorizations were given and for which renewals thereof 
were granted; 


TABLE 2 


AVERAGE PERIOD OF TIME VALID 


ey ssn arene eet | [281909 | 2000 .| 2001. |.2002,]1 20032 
Audio Mel S185. GC Gays) 00 57.4.1. oon srl Sie, 
Video S.487.01C.C.(days)| 60.0 | 579 | 600 | 600 | 


| 60.0 
Emergency audio _S.188. C.C. (hours) | 36.0 | 36.0 | 0.0 | 36.0 | 360 | 
Emergency video __S.487.01C.C.(hours)|_ 0.0 | 0.0 | 0.0 | 00 | 00 | 


Although authorizations may be valid for a period of up to sixty days, this does not necessarily 
mean interceptions are made during the entire period. For example, sufficient evidence may be 
obtained as a result of the authorization to prove the offence and to lay charges prior to the 
expiration of the authorization. 


Paragraph 195(2)(g) of the Criminal Code requires information relating to: 

(g) the number of authorizations that, by virtue of one or more renewals thereof, were 
valid for more than sixty days, for more than one hundred and twenty days, for more 
than one hundred and eighty days and for more than two hundred and forty days; 

TABLE 3 


RENEWAL PERIOD NUMBER OF AUTHORIZATIONS RENEWED 
(DAYS) __ 1999 | 2000 | 2001 2002 _ 2003 


EE PR € er M À D a 
REF a TT TE HR NC EE 5 


RO en Ones ere ne 


The categories in Table 3 are mutually exclusive. For example, an authorization valid for a 
period of sixty days which was renewed for a further sixty days is counted in the category 
61-120 days, and an authorization of sixty days coupled with three sixty-day renewals would be 
counted in the 181-240 category. 
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OFFENCES SPECIFIED IN AUTHORIZATIONS 
Paragraph 195(2)(i) of the Criminal Code requires information relating to: 


(i) the offences in respect of which authorizations were given, specifying the number 
of authorizations given in respect of each of those offences; 


TABLE 4 


NUMBER OF AUTHORIZATIONS 
STATUTE TYPE OF OFFENCE _ i999 | 2000 | 2001 | 2002 | 2003 


7 | Trafficking SS 1) | 145. TS 2e) 01242 131 à 
Possession of a narcotic 
for the purpose of trafficking _ 5(2 a ae) — 124 EC 
Importing and exporting 6(1 


Possession for the purpose 
of exporting 6(2 
7 


Production 

Possession of property 
obtained by designated 
substance offences 
Laundering proceeds of designated 


Controlled 

Drugs and 

Substances 
Act* 


substance offences 9 
Trafficking 4(1 
Possession for purpose 7 
ny of trafficking 4(2 
arcotic : : 
Coane Importing and exporting 5(1) eS 


Possession of property 
obtained by certain offences 19.1 


Laundering proceeds 
of certain offences 19.2 | à ee : 
* The Controlled Drugs and Substances Act was brought into force on May 14, 1997, replacing the Narcotic 


Control Act and Parts III and IV of the Food and Drugs Act. However, data reported for 1999 and 2000 indicate 
that in rare circumstances, authorizations have specified offences under the Narcotic Control Act. 


Act* 
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TABLE 4 (Continued) 


NUMBER OF AUTHORIZATIONS 


ies ef ee Lane a | 


Exportand | Export or attempt to export 13 MR RTE 


Import 
Permits Act 


Smuggling/attempt 
to smuggle goods 
into Canada 


obtained by smuggling 163.1 
of smuggling 163.2 
Senses Pe 
Act 
Possession of property 
obtained by excise 
offences 
eee nie 
of excise eienees: 126.2 
| Unlawful distillation 158 | 0 | 0 | 1 | 
Excise 
Dee getter. 
of spirits 163 
ee piEle me 
or stamping 233(1 
Unlawful possession 
or sale of manufactured 2 3 3 2 
tobacco or cigars chee 1 
ere es 
Act etc., of exp bes 
Clik ea cie 
Act into Canada 94 
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TABLE 4 (Continued) 
Forgery of passport SRE EU LES RATES 
Using Explosives ES ENCORE eo LS roma 
Possessing explosives 82 SUN MN Res HET ETS 
Possession of a prohibited ON 
weapon 90 
prohibited weapon* 95 2 | 
achive! BRO OTe 
by commission of offence 96 
[Weapons trafficking 99 [ © | o | 1 | 3 | 0 | 
Possession for the purpose Sn na ee le ou 
of weapons smuggling 100 
[Obstructing justice 139 | 0 [| o [| 2 | 2 | 0 | 
LEseaperete 01014500) |. 10 vp eaote | olso ene len 24 Le 0) 
[Keeping a bawdy house... 210(1) | 0 | 0 [ o | 2 | 0 | 
Procuring 2 A ME CO RE EN EN 
mardi ou 235 |. 7 neo qe Li 6 she 10 
Criminal Attempted murder 239 2 1 eT sas 240) | 
RO EE EE 
Assault with a weapon se Ent 1 
or causing bodily harm 267 
Aggravated assault TE EE SV ET TE 
Unlawfully causing bodily 3 Horn 
harm 269 
Kidnapping 279: | RON PE O85 OR Prises 
Abduction ET ed sa Ten TENUE 
Theft EPA Pr er RS La 
credit card 342 
Robbe CET ce dame ce ee cr keel El 
Extortion Sapa EOS ES [Leas ee ee 
| Criminal interest rate 347 | 0 | 2 | o [| o | 0 | 
Break and enter EC RS PC EU LIU EE 
Possession of property 
Forge co ee MT TO TETE 
[Uttering forged document 368 | 2 | o [ o | o | 0 | 
Possession of instruments PAR 
of forge 369 


*This section was repealed on December 1, 1998, with the implementation of the Firearms Act. 
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TABLE 4 (Continued) 


NUMBER OF AUTHORIZATIONS 
STATUTE TYPE OF OFFENCE 2000 2001 2002 2003 


Te mu s [4 
Fraudulent manipulation of jas 
exchange transactions 
Intimidation of justice wee 
participant or journalist 423.1 
a en 
Arson — disregard 
for human life 
Buying, receiving, 
possessing or importing 1 3 
counterfeit mone 
Criminal | Uttering counterfeit money 452 Fates ee ec es 
a 


Laundering proceeds 
of counterfeit mone 462.31 


EN 
[2] 


Organization à 


Participating in activities of 
a criminal organization 


Instructing commission 
of an offence for a criminal 
anization 


Most authorizations granted to agents of the Solicitor General of Canada provide for the use of 
electronic surveillance in relation to more than one offence. A typical example of such an 
authorization would be in relation to sections 5 (trafficking), 6 (importing and exporting), and 

7 (production) of the Controlled Drugs and Substances Act and conspiracy under section 465 of the 
Criminal Code to commit these offences. Table 4 represents the number of times specific offences 
were identified in authorizations granted to agents of the Solicitor General of Canada. For example, 
of the 167 authorizations granted in 1999, 145 of these authorizations specifically provided for the 
use of electronic surveillance in connection with trafficking a narcotic, 134 for possession for the 
purpose of trafficking, etc. 
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CLASSES OF PLACES AND METHODS OF INTERCEPTION 
Paragraph 195(2)(/) of the Criminal Code requires information relating to: 


(j) a description of all classes of places specified in authorizations and the number of 
authorizations in which each of those classes of places was specified; 


TABLE 5 


CLASS OF NUMBER OF AUTHORIZATIONS 
PLACE __ 1999 2000 2001 [2003 


Residence (permanent 
Residence (tempora 


Commercial Premises 
Vehicles 


Paragraph 195(2)(k) of the Criminal Code requires information relating to: 


fades ARRET EL 


70 
11 
33 
36 


CR RU CSS 104" RUE 


(k) a general description of the methods of interception involved in each interception under 
an authorization; 


TABLE 6 
|__ OF INTERCEPTION | 1999 | 2000 | 2001 | 2002 | 2003_ 
fC ee ee eee ae ee 
TOTAL 1028 


It should be noted that the data reported for 2003 will likely rise in future reports as data updates 
are received. 
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LEGAL PROCEEDINGS, USE OF INTERCEPTED MATERIAL AND DISPOSITION 
Paragraph 195(2)(1) of the Criminal Code requires information relating to: 


(2) the number of persons arrested whose identity became known to a peace officer as 
a result of an interception under an authorization; 


FIGURE 2 


194 
200 
100 i 
0 
1999 2000 2001 2002 2003 


It should be noted that the data reported for 2003 will likely rise in future reports as data updates 
are received. 
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Paragraph 195(2)(d) of the Criminal Code requires information relating to: 


(d) the number of persons identified in an authorization against whom proceedings were 
commenced at the instance of the Attorney General of Canada in respect of: 


(i) an offence specified in the authorization, 


(ii) an offence other than an offence specified in the authorization but in respect of 
which an authorization may be given, and 


(iii) an offence in respect of which an authorization may not be given; 


TABLE 7 


NUMBER OF PERSONS 


AGAINST WHOM PROCEEDINGS 


CATEGORY OF OFFENCE WERE COMMENCED 
[IDENTIFIED IN AUTHORIZATIO 


Offence for which an authorization may be given 
but not specified in the authorization 
i 


Offence for which no authorization may be given 
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Paragraph 195(2)(e) of the Criminal Code requires information relating to: 


(e) the number of persons not identified in an authorization against whom proceedings 
were commenced at the instance of the Attorney General of Canada in respect of: 


(i) an offence specified in such an authorization, 


(ii) an offence other than an offence specified in such an authorization but in respect 
of which an authorization may be given, and 


(iii) an offence other than an offence specified in such an authorization and for which 
no such authorization may be given, 


and whose commission or alleged commission of the offence became known to a peace 
officer as a result of an interception of a private communication under an 
authorization. 


TABLE 8 


NUMBER OF PERSONS 
AGAINST WHOM PROCEEDINGS 
WERE COMMENCED (NOT 

IDENTIFIED IN AUTHORIZATIO 

| Offence specified in authorization "| 153 | 99 | 103 | 156 | 46 | 
Offence for which an authorization may be given Peto fs pels 
but not sp SALE in the suthorranon 

| Offence for which no authorization may be given | 23 | 10 | 13 | 43 | 7 | 


Tables 7 and 8 contain information relating to the number of persons charged for all types of 
offences, including Criminal Code offences. Moreover, the three categories of offences are not 
treated as being mutually exclusive, and persons charged with more than one category of offence 
are counted more than once. Therefore, one cannot add the columns in Tables 7 and 8 to obtain 
the total number of persons. It should be noted that the data reported for 2003 will likely rise in 
future reports as data updates are received. 


CATEGORY OF OFFENCE 


Tables 7 and 8 are interrelated. Table 7 provides information on the number of persons identified 
in an authorization charged with specific categories of offences, i.e., an offence specified in the 
authorization, an offence other than an offence specified in such an authorization but in respect 
to which an authorization may be given, or an offence other than an offence specified in such an 
authorization and for which no such authorization may be given. Table 8 provides similar 
information on persons not identified in an authorization, but charged as a result of information 
from the authorized interception. 
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Paragraph 195(2)(m) of the Criminal Code requires information relating to: 


(m) the number of criminal proceedings commenced at the instance of the Attorney General 
of Canada in which private communications obtained by interception under an 
authorization were adduced in evidence and the number of those proceedings that 
resulted in a conviction; 


FIGURE 3 


Cl CRIMINAL PROCEEDINGS/EVIDENCE ADDUCED 


7 CONVICTIONS 


4007 | 356 


1999 2000 2001 2002 200 


It should be noted that the data reported for 2003 will likely rise in future reports as data updates 
are received. 
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Paragraph 195(2)(n) of the Criminal Code requires information relating to: 

(n) the number of criminal investigations in which information obtained as a result of the 
interception of a private communication under an authorization was used although the 
private communication was not adduced in evidence in criminal proceedings commenced 


at the instance of the Attorney General of Canada as a result of the investigations; 


FIGURE 4 


O CRIMINAL PROCEEDINGS/EVIDENCE NOT ADDUCED DICONVICTIONS 


350 324 


N 
© 
(=) 


1999 2000 2001 2002 2003 


It should be noted that the data reported for 2003 will likely rise in future reports as data updates 
are received. 
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NOTIFICATIONS 

Pursuant to subsection 196(1) of the Criminal Code, the Solicitor General of Canada is required to 
notify in writing the person who was the object of the interception. Furthermore, paragraph 195(2)(h) 
requires that the Annual Report of the Solicitor General of Canada provide: 


(h) the number of notifications given pursuant to section 196; 


FIGURE 5 


Notification is served on those persons identified in the authorization who were actually under 
electronic surveillance. There is therefore a significant difference in the number of persons named 
in authorizations and the number of persons notified. Another factor which contributes to this 
difference is that notification may be delayed for up to three years if the investigation is in relation 
to a criminal organization and is continuing. 


SECTION III — STATISTICS 19 


PROSECUTIONS FOR UNLAWFUL INTERCEPTIONS AND UNLAWFUL DISCLOSURE 


Paragraph 195(3)(a) of the Criminal Code requires that the Annual Report provide information 
relating to: 


(a) the number of prosecutions commenced against officers or servants of Her Majesty in 
right of Canada or members of the Canadian Forces for offences under section 184 or 
section 193; 


No such prosecutions have been initiated for the period 1999 to 2003. 


Subsection 184(1) of the Criminal Code, with a number of specific exceptions, makes it an 
offence for a person to willfully intercept a private communication by means of an 
electromagnetic, acoustic, mechanical or other device. Subsection 193(1), with similar specific 
exceptions, makes it an offence to disclose private communications that are lawfully intercepted, 
or to disclose the existence of such intercepted communications. 
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EEE 


Paragraph 195(3)(b) of the Criminal Code requires that the Annual Report provide: 


(b) a general assessment of the importance of interception of private communications for 
the investigation, detection, prevention and prosecution of offences in Canada. 


INVESTIGATION 


The lawful interception of private communications is a vital tool used by law enforcement 
agencies in the investigation of criminal activities of organized crime groups, especially with 
respect to the trade of illicit drugs. The statistics presented in Section III of this report indicate 
that the majority of authorizations issued are in relation to the offence of trafficking in a 
controlled substance. 


DETECTION 


The illegal activities of organized criminal groups would remain largely undetected were it not 
for the active investigation of the police. Offences such as money laundering, smuggling and 
drug trafficking present serious threats to the safety and stability of Canadian communities, and 
the lawful interception of private communications provides a means for the police to detect, and 
consequently investigate, the commission of such offences. 


PREVENTION 


The use of electronic surveillance in investigations has led to numerous drug seizures, leading to 
a reduction in the amount of illicit drugs and crime associated with their abuse. Without this 
crucial tool, the ability of the law enforcement community to prevent crimes and ensuing social 
harm would be seriously hindered. 


PROSECUTION 


Investigations of the activities of organized crime groups are increasingly complex and 
sometimes difficult to prove in a court of law. The use of electronic surveillance often provides 
strong evidence against those accused of being involved in illegal activities, increasing the 
likelihood of conviction. The prosecution of such offenders increases public confidence in the 
criminal justice system and contributes to public safety by holding such persons responsible for 
their actions. 
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CASE EXAMPLE 


In May 2003, the Royal Canadian Mounted Police, Greater Toronto Area Drug Section, 
concluded the criminal investigation of a major international drug trafficking network. Five 
people in the Greater Toronto Area were arrested and multiple charges of conspiracy to import a 
controlled substance into Canada were laid. Simultaneous arrests were made in Columbia, 
where two people were charged with similar conspiracy charges, including the captain of a large 
ocean-going yacht, which was used to traffic the illegal drugs. The investigation involved the 
use of audio surveillance and the sharing of intelligence with the Department of Administrative 
Security in Colombia, the Organismo de Investigacion Judicial in Costa Rica, the Agencia 
Federal de Investigacion in Mexico, the United States Drug Enforcement Administration, and the 
US-led Joint Inter-Agency Task Force. The drug trafficking network allegedly conspired to 
import significant amounts of cocaine into the Canadian market through Vancouver using the 
yacht. Approximately 1,360 kilograms of cocaine were seized and the captain of the yacht was 
arrested in international waters eleven hundred miles southwest of Costa Rica. This was the 
fifth largest single seizure of cocaine in Canadian history, which represented a street value of 
$136 million Canadian. It was also the largest seizure in the last ten years where the major 
players of a criminal organization have been successfully linked to the seizure and have been 
brought before the courts. As a result of the integrated efforts of law enforcement partners, the 
investigation successfully dismantled this drug trafficking network at its highest levels 
internationally, removed the ability of a well-established criminal organization to use another 
country as a staging ground for drug trafficking, and prevented a sizable supply of cocaine from 
reaching Canadian communities. The success of this operation was an important step forward in 
the international fight against organized crime and drug trafficking. 
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Designated Agents who made applications in accordance with subsections 185(1) and 487.01(1) 
of the Criminal Code, as required by paragrah 195(1)(a) of the Criminal Code: 


C. Bélanger 
R. Benoit 

M. Bertrand 
B. Boyd 

H. Connolly 
K. Gorman 

J. Gormley 

J. Iaona 

S. Kovacevich 
J. M. Loncaric 
A. Meghani 
B. Mercier 

T. Nadon 

E. Neufeld 

H. O’Connell 
M. O’Malley 
J. C. Randall 
E. M. Reid 

J. Richardson 
L. Rose 

P. Roy 

R. Roy 

B. L. Veldhuis 
M. Vien 

K. Ward 

T. Zuber 


APPENDIX B 


Designated Peace Officer who made applications in accordance with subsections 188(1) and 
487.01(1) of the Criminal Code, as required by paragraph 195(1)(b) of the Criminal Code: 


Armand La Barge 
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Part VI of the Criminal Code sets out procedures for the law enforcement community to obtain 
judicial authorizations to conduct electronic surveillance of private communications to assist in 
criminal investigations. These procedures are to be carried out in such a way as to ensure that 
the privacy of individuals is respected as much as possible during the surveillance. 


As a measure of accountability, section 195 of the Criminal Code requires the Minister of Public 
Safety and Emergency Preparedness’ to prepare and present to Parliament an annual report on 
the use of electronic surveillance under Part VI for offences that may be prosecuted by or on 
behalf of the Attorney General of Canada. In particular, the annual report must include the 
following information: 


e the number of applications made for authorizations, or for renewal of authorizations; 


e the number of applications that were granted, that were granted subject to terms and 
conditions, and that were refused; 


e the number of persons identified in an authorization who were charged for various 
offences; 


e the number of persons not identified in an authorization who were arrested or charged 
2 
for various offences, because they became known to peace officers” as a result of 
authorized surveillance; 


e the average time for which authorizations were issued and for which renewals were 
granted; 


e the number of authorizations valid for more than 60, 120, 180, and 240 days; 


e the number of notifications given to people who had private communications 
intercepted; 


e the offences for which authorizations were granted; 


e adescription of the classes of places set out in authorizations, and the number of 
authorizations granted for each class of place; 


e a general description of the methods of interception used; 


e the number of proceedings in which intercepted communications were entered as 
evidence; and 


e the number of investigations in which information from intercepted communications 
was used but the communication itself was not entered as evidence. 


' On April 4, 2005 with the coming into force of the Department of Public Safety and Emergency Preparedness Act, 
S.C. 2005, c.10, the Solicitor General of Canada became the Minister of Public Safety and Emergency 
Preparedness. 

* A “peace officer” is defined in section 2 of the Criminal Code and includes police officers. 
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The 2004 Annual Report covers a five-year period from 2000 to 2004. The Report includes new 
statistics for the period of January 1, 2004 to December 31, 2004, and updates the figures for the 
years 2000 to 2003. 


The 2004 Annual Report is organized in the following manner: 


e Section I is the introduction to the report. 


e Section II provides an overview of the procedures and processes set out in Part VI of 
the Criminal Code. Information on section 487.01 of the Criminal Code is also 
provided as the law enforcement community can obtain authority to conduct video 
surveillance by applying for a ‘general’ warrant pursuant to this section. 


e Section III presents the statistical information that must be included in each annual 
report pursuant to subsections 195(2) and 195(3) of the Criminal Code. 


e Section IV provides a general assessment of the importance of electronic surveillance 
for the investigation, detection, prevention, and prosecution of offences as required 
by paragraph 195(3)(b) of the Criminal Code. 


e Appendix “A” provides a list of agents designated by the Minister or Deputy 
Minister of Public Safety and Emergency Preparedness who made an application for 
an authorization under sections 185 and/or 487.01 of the Criminal Code. 


e Appendix “B” lists peace officers designated by the Minister of Public Safety and 
Emergency Preparedness who made an application for an authorization under 
sections 188 and/or 487.01 of the Criminal Code. 
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As indicated in Section I, Part VI of the Criminal Code sets out procedures for the law 
enforcement community to obtain judicial authorizations to conduct electronic surveillance to 
assist in criminal investigations. 


Peace officers can only obtain this authorization to intercept private communications for certain 
offences, which are listed in section 183 of the Criminal Code. These offences include serious 
offences such as facilitating terrorist activity, weapons trafficking, child pornography, child 
abductions, drug trafficking, and organized crime offences. 


Part VI also sets out the requirements that must be met to successfully apply for an authorization 
to intercept private communications. These requirements include: 


e Only the Minister of Public Safety and Emergency Preparedness, or persons specially 
designated by the Minister or the Deputy Minister of Public Safety and Emergency 
Preparedness, may make an application for an authorization with regard to offences 
that may be prosecuted by or on behalf of the Attorney General of Canada. 


e An application must be accompanied by an affidavit sworn by a peace officer or 
public officer. The affidavit must include information such as the facts relied on to 
justify the need for an authorization, details about the offence, and the names and 
addresses of the persons whose private communications would be intercepted 
(section 185). 


e Before an authorization is issued, the judge hearing the application must be satisfied 
that it would be in the best interests of the administration of justice to authorize the 
electronic surveillance. Except in the case of certain specific offences, such as a 
terrorism offence, the judge must also be satisfied that other investigative procedures 
have been tried and failed, that other investigative procedures are unlikely to succeed, 
or that there is an urgency such that other investigative procedures are impractical. 
The judge may impose terms and conditions on the authorization, including 
conditions to ensure that the privacy of individuals is respected as much as possible 
during the surveillance (section 186). 


Generally, authorizations are not issued for a period of time longer than 60 days 

(paragraph 186(4)(e)). However, designated persons may apply to a judge to have the 
authorization renewed, which extends the period of time during which they can lawfully conduct 
electronic surveillance. Before the judge may renew the authorization, he or she must be 
satisfied that the same circumstances that applied to the original application for authorization still 
apply (subsection 186(6)). 
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Provisions also exist for designated persons to obtain authorizations in emergency situations. 
Under section 188 of the Criminal Code, a peace officer designated by the Minister of Public 
Safety and Emergency Preparedness may apply to a judge for an authorization if the urgency of 
the situation requires interception of private communications, but there is not enough time to use 
the regular application process to obtain an authorization. An authorization issued in these 
circumstances may be issued for a period of up to thirty-six hours, and the judge may impose 
terms and conditions. 


In addition to applying for an authorization to intercept private communications under Part VI, 
peace officers may apply to a judge for a ‘general’ warrant under section 487.01 of the Criminal 
Code. This section enables the issuance of a warrant for the use of any device or investigative 
technique that is not contemplated elsewhere in the Criminal Code or any other Act of 
Parliament. For example, this type of warrant would allow peace officers to carry out video 
surveillance of a person in circumstances where the person has a reasonable expectation of 
privacy. As with other judicial authorizations, certain requirements must be met before a 
warrant can be issued. In the case of warrants issued pursuant to section 487.01, these 
requirements include: 


e The judge must be satisfied by information provided under oath and in writing (1.e., a 
sworn affidavit) that there are reasonable grounds to believe that an offence has been 
or will be committed, and that information about the offence can be obtained by 
conducting video surveillance. 


e The judge must be satisfied that it is in the best interests of the administration of 
justice to issue the warrant. 


e There must be no other provision in the Criminal Code or any other Act of Parliament 
that would provide for a warrant, authorization or order to allow the intended video 
surveillance to be carried out. 


e The judge may also impose terms or conditions on the warrant, including conditions 
to ensure that the privacy of individuals is respected as much as possible during the 
surveillance. 
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APPLICATIONS FOR AUTHORIZATIONS AND RENEWALS 
Paragraphs 195(2)(a) and (b) of the Criminal Code require statistics relating to: 
(a) the number of applications made for authorizations; 


(b) the number of applications made for renewal of authorizations; 


TABLE 1 
NUMBER OF APPLICATIONS 

i TYPE OF APPLICATION MADE anit aa is oo an 
Audio S.185 C.C.| 164 139 138 | 96 100 
Video S487.01 CCl 1 iin dy 5 i | 
Renewals S.186 C.C. 4 1 15 pri 
Emergency audio S.188 C.C. 2 0 2 3 0 
Emergency video S.487.01 C.C. 0 0 0 0 0 
TOTAL | 182 150 180 1071100127 


Table 1 presents the number of applications made for audio and video authorizations and 
renewals each year for the five-year period from 2000 to 2004. The data is categorized by the 
three types of applications for which authorizations may be granted: audio and video applications 
(maximum duration sixty days) and renewals thereof pursuant to subsections 185(1), 186(6) and 
section 487.01 of the Criminal Code and emergency applications (maximum duration 36 hours) 
pursuant to subsection 188(1) and section 487.01 of the Criminal Code. 
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Paragraph 195(2)(c) of the Criminal Code requires information relating to: 


(c) the number of applications referred to in paragraphs (a) and (b) that were granted, the 
number of those applications that were refused and the number of applications referred 
to in paragraph (a) that were granted subject to terms and conditions; 


NOTE: TWO APPLICATIONS FOR AN AUTHORIZATION OR A RENEWAL HAVE 
BEEN REFUSED FOR THE PERIOD 2000-2004. 


FIGURE 1 


E WITH TERMS AND CONDITIONS EI WITHOUT TERMS AND CONDITIONS 


180 
180 Be 170 


Dam 2 : | g 
2000 2001 2002 2003 2004 
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PERIOD FOR WHICH AUTHORIZATIONS AND RENEWALS WERE GRANTED 
Paragraph 195(2)(f) of the Criminal Code requires information relating to: 


(f) the average period for which authorizations were given and for which renewals thereof 
were granted; 


TABLE 2 
AVERAGE PERIOD OF TIME VALID 
TYPE OF AUTHORIZATION ‘2000 | 2001 | 2002 | 2003 | 2004 | 
Audio S.185 C.C. (days)| 59.6 60.0 60.0 60.0 60.0 
Video S.487.01 C.C. (days) 
Emergency audio S.188 C.C. (hours) | 36.0 0.0 
Emergency video S.487.01 C.C. (hours)| 0.0 0.0 


Although authorizations may be valid for a period of up to sixty days, this does not necessarily 
mean interceptions are made during the entire period. For example, sufficient evidence may be 
obtained as a result of the authorization to prove the offence and to lay charges prior to the 
expiration of the authorization. 


Paragraph 195(2)(g) of the Criminal Code requires information relating to: 

(g) the number of authorizations that, by virtue of one or more renewals thereof, were 
valid for more than sixty days, for more than one hundred and twenty days, for more 
than one hundred and eighty days and for more than two hundred and forty days; 


TABLE 3 


NUMBER OF AUTHORIZATIONS RENEWED 


RENEWAL PERIOD 


(DAYS) 2000 2002 2003 2004 
61-120 2 1 
RTS ERA VAL ER NT Te MED Mies PRES PTE A 
DETTES TN DRE JUSTE TN 


241 or more 0 0 1 0 0 

TOTAL RENEWALS 3 1 9 2 
The categories in Table 3 are mutually exclusive. For example, an authorization valid for a 
period of sixty days which was renewed for a further sixty days is counted in the category 


61-120 days, and an authorization of sixty days coupled with three sixty-day renewals would be 
counted in the 181-240 category. 
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OFFENCES SPECIFIED IN AUTHORIZATIONS 
Paragraph 195(2)(i) of the Criminal Code requires information relating to: 


(i) the offences in respect of which authorizations were given, specifying the number 
of authorizations given in respect of each of those offences; 


TABLE 4 


NUMBER OF AUTHORIZATIONS 


STATUTE Lat ONS 2000 | 2001 | 2002 | 2003 | 2004 


Trafficking 
Possession of a narcotic 
for the purpose of trafficking 
Importing and exporting 
Controlled | Possession for the purpose 
Drugs and | of exporting 
Substances | Production 
Act* Possession of property 
obtained by designated 
substance offences 
Laundering proceeds of designated 
substance offences 9 
Trafficking 4(1) 
Possession for purpose 
of trafficking 4(2 


Importing and exporting 5(1) 


Narcotic 
Control Possession of property 


Act* obtained by certain offences 19.1 


Laundering proceeds 

of certain offences 

* The Controlled Drugs and Substances Act was Bot into force on 
Control Act and Parts III and IV of the Food and Drugs Act. However, data reported for 2000 indicate that in rare 
circumstances, authorizations have specified offences under the Narcotic Control Act. 
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TABLE 4 (Continued) 


NUMBER OF AUTHORIZATIONS 
STATUTE TYPE OF OFFENCE 2000 2002 2003 | 2004 


Export and | Export or attempt to export 13 | 0 [0 [ 0 | 2 | 


I t 
Se, [immanent ie] 0 [0 | of | 


Permits Act 
False statements UIE 28 Pel wr a ee ae Se ak 
Smuggling/attempt 
to smuggle goods an 12 8 mis 
Customs into Canada 159 
obtained by smuggling 163.1 
of smuggling 163.2 
DC CRIE |e fw |e 


Possession of property 
obtained by excise vs 5 2 1 
offences 126.1 


Laundering proceeds 
of excise offences 126.2 


Unlawful distillation 158-0 ie | — 0 adm «| 
of spirits 163 
4 Unlawful production, sale, etc. of Laan ovement) o [ii | 
Excise 1 
cr tobacco or alcohol 214 
Jnlawful possession of tobacco Ek th 2 | « | 
product 216 
Falsifying or destroying records [0 | omlbaelt 12) | 
219 
or stamping 233(1) 
Unlawful possession 
sim 
tobacco or cigars 240(1) 
Explosives | Manufacture, use, sell, possession, Rome nie |p Be eee 
Act etc., of explosives 6 
Immigration | Organizing entry be rer con Fay 
Act into Canada 94 


eS 
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TABLE 4 (Continued) 


NUMBER OF AUTHORIZATIONS 
STATUTE TYPE OF OFFENCE 2000 | 2001 | 2002 | 2003 | 2004 
Forgery of passport ay. 0 0 0 0 


Using explosives 81 return) 


Possessing explosives 82 
Providing, making available, etc. 
property or services for terrorist 
activities 83.03 


Participation in the activity of 
terrorist 83.18 


Facilitating terrorist activities 
83.19 


Een 

Instructing to carry out activity Ant Ter 
for a terrorist group 83.21 
Instructing to carry out terrorist FRAIS IEEE 
activit 83.22 
Possession of a prohibited a3 | apg er 

re weapon 90 

Criminal = - 
Code Importing or exporting of 


prohibited weapon* 95 


Possession of weapons obtained Eros 
by commission of offence 96 

[Weapons trafficking 99 | 0 | 1 | 3 | 2 
Possession for the purpose Ear jets. | cuca 
of weapons smuggling 100 


Breach of trust PAM CAN RU ee eg) ek Oe ee 
Obstructing justice 139 Ei Seer SN Lo al 
RTC OU on ET is se CO ee 
[Keeping a bawdy house 2100) | 0 | o [ 2 | 0 | 0 
Procuring PT A ESC ARTS ER TE 
Murder 7 Sw | si 2 IA) 
Attempted murder 239 sine ne ME IeTu 
Uttering death threats 264.1 DR QU LME rr AC De Ad 
Assault with a weapon RATE 2 1 
or causing bodily harm 267 


Aggravated assault 268 0 | 


Unlawfully causing bodily 
harm 


D 

Hn 

N=) 

Oe 
le 
[a 


- 
- 


Kidnapping 21010 1 
Abduction 25) ETS EE 
Theft 334 | 2 1 2 0 


*This section was repealed on December 1, 1998, with the implementation of the Firearms Act. 
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TABLE 4 (Continued) 


Il 


NUMBER OF AUTHORIZATIONS 


ON HAS ENCE 2000 | 2001 | 2002 | 2003 | 2004 
Theft, forgery, etc., of 
credit card 342 2 Y ? : ÿ 
Robbery 344 1 1 5 1 3 
Extortion 346 2 2 10 0 2 
Criminal interest rate 347 2 0 0 0 0 
Break and enter 348 0 3 0 1 0 
Possession of property 
obtained by crime 354 ë LÉ 4 a os 
Forgery 367 0 0 0 0 0 
Uttering forged document 368 0 0 0 0 1 
jae TO Possession of instruments 0 2 

Code of forgery 369 
Fraudulent manipulation of stock 0 i cea toa 
exchange transactions 382 
Intimidation of justice system hmroansionarv'| oj] | 

ER E F 0 2 
participant or journalist 423.1 
Explosive or other lethal device 0 2 
431.2 

for human life 433 
Arson for fraudulent purposes 0 0 0 0 1 


435 


12 SECTION III — STATISTICS 


EEE 


TABLE 4 (Continued) 


NUMBER OF AUTHORIZATIONS 
STATUTE TYPE OF OFFENCE 2000 | 2001 | 2002 | 2003 | 2004 
Making counterfeit money 449 0 3 0 1 0 | 


Buying, receiving, 
possessing or importing 
counterfeit money 450 


Uttering counterfeit money 452 


Possession of a machine, 
instrument for making 


[=] 


counterfeit money _ 458 

Pr nr or ET oe ee 
Criminal Attempts, accessories 463 6 20 6 
me Counselling 464 MR EC BN aS alates 

Conspiracy 465 | 164 | 141 | 158 125 

Participating in criminal 1 ee ana 

organization 467.1 


Participating in activities of 

a criminal organization 467.11 
Commission of an offence for 

a criminal organization 467.12 
Instructing commission 

of an offence for a criminal 
organization 467.13 


bi | 
AIRES 

ee 
ni | 
ji pd 
e | & 


lo 2) 
ioe) 


Most authorizations granted to agents of the Minister of Public Safety and Emergency 
Preparedness provide for the use of electronic surveillance in relation to more than one offence. A 
typical example of such an authorization would be in relation to sections 5 (trafficking), 

6 (importing and exporting), and 7 (production) of the Controlled Drugs and Substances Act and 
conspiracy under section 465 of the Criminal Code to commit these offences. Table 4 represents 
the number of times specific offences were identified in authorizations granted to agents of the 
Minister of Public Safety and Emergency Preparedness. For example, of the 182 authorizations 
granted in 2000, 154 of these authorizations specifically provided for the use of electronic 
surveillance in connection with trafficking a narcotic, 141 for possession for the purpose of 
trafficking, etc. 
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CLASSES OF PLACES AND METHODS OF INTERCEPTION 
Paragraph 195(2)(j) of the Criminal Code requires information relating to: 


(j) a description of all classes of places specified in authorizations and the number of 
authorizations in which each of those classes of places was specified; 


TABLE 5 


CLASS OF NUMBER OF AUTHORIZATIONS 


PLACE 


Paragraph 195(2)(A) of the Criminal Code requires information relating to: 


(A) a general description of the methods of interception involved in each interception under 
an authorization; 


TABLE 6 


NUMBER OF INTERCEPTIONS 


METHOD 


OF INTERCEPTION 2001 
Telecommunication 1453 915 1283 
Other 127 67 226 153 


TOTAL 1718 1110 1713 973 


It should be noted that the data reported for 2004 will likely rise in future reports as data updates 
are received. 
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EEE © 
LEGAL PROCEEDINGS, USE OF INTERCEPTED MATERIAL AND DISPOSITION 
Paragraph 195(2)(/) of the Criminal Code requires information relating to: 


(J) the number of persons arrested whose identity became known to a peace officer as 
a result of an interception under an authorization; 


FIGURE 2 


2000 2001 2002 2003 2004 


It should be noted that the data reported for 2004 will likely rise in future reports as data updates 
are received. 


SECTION III — STATISTICS 15 


Paragraph 195(2)(d) of the Criminal Code requires information relating to: 


(d) the number of persons identified in an authorization against whom proceedings were 
commenced at the instance of the Attorney General of Canada in respect of: 


(i) an offence specified in the authorization, 


(ii) an offence other than an offence specified in the authorization but in respect of 
which an authorization may be given, and 


(iii) an offence in respect of which an authorization may not be given; 


TABLE 7 


NUMBER OF PERSONS 
AGAINST WHOM PROCEEDINGS 
CATEGORY OF OFFENCE WERE COMMENCED 
(IDENTIFIED IN AUTHORIZATION) 


Offence specified in authorization 


Offence for which an authorization may be given 
but not specified in the authorization 


Offence for which no authorization may be given 


16 SECTION III — STATISTICS 


Carre eee TU ELU LU 
Paragraph 195(2)(e) of the Criminal Code requires information relating to: 


(e) the number of persons not identified in an authorization against whom proceedings 
were commenced at the instance of the Attorney General of Canada in respect of: 


(i) an offence specified in such an authorization, 


(ii) an offence other than an offence specified in such an authorization but in respect 
of which an authorization may be given, and 


(iii) an offence other than an offence specified in such an authorization and for which 
no such authorization may be given, 


and whose commission or alleged commission of the offence became known to a peace 
officer as a result of an interception of a private communication under an 
authorization; 


TABLE 8 


NUMBER OF PERSONS 
AGAINST WHOM PROCEEDINGS 
WERE COMMENCED (NOT 
IDENTIFIED IN AUTHORIZATION) 


CATEGORY OF OFFENCE 


Offence specified in authorization 


Offence for which an authorization may be given 4 7 7 
but not specified in the authorization 


Offence for which no authorization may be given 


Tables 7 and 8 contain information relating to the number of persons charged for all types of 
offences, including Criminal Code offences. Moreover, the three categories of offences are not 
treated as being mutually exclusive, and persons charged with more than one category of offence 
are counted more than once. Therefore, one cannot add the columns in Tables 7 and 8 to obtain 
the total number of persons. It should be noted that the data reported for 2004 will likely rise in 
future reports as data updates are received. 


Tables 7 and 8 are interrelated. Table 7 provides information on the number of persons identified 
in an authorization who were charged with specific categories of offences, 1.e., an offence 
specified in the authorization, an offence other than an offence specified in such an authorization 
but in respect to which an authorization may be given, or an offence other than an offence 
specified in such an authorization and for which no such authorization may be given. Table 8 
provides similar information on persons not identified in an authorization, but who were charged 
as a result of information from the authorized interception. 


SECTION III — STATISTICS 17 


Paragraph 195(2)(m) of the Criminal Code requires information relating to: 

(m) the number of criminal proceedings commenced at the instance of the Attorney General 
of Canada in which private communications obtained by interception under an 
authorization were adduced in evidence and the number of those proceedings that 
resulted in a conviction; 


FIGURE 3 


CRIMINAL PROCEEDINGS/EVIDENCE ADDUCED OCONVICTIONS 


2000 2001 2002 2003 2004 


It should be noted that the data reported for 2004 will likely rise in future reports as data updates 
are received. 
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Paragraph 195(2)(n) of the Criminal Code requires information relating to: 


(n) the number of criminal investigations in which information obtained as a result of the 
interception of a private communication under an authorization was used although the 
private communication was not adduced in evidence in criminal proceedings commenced 
at the instance of the Attorney General of Canada as a result of the investigations. 


FIGURE 4 


@ CRIMINAL PROCEEDINGS/EVIDENCE NOT ADDUCED El CONVICTIONS 


2000 2001 2002 2003 2004 


It should be noted that the data reported for 2004 will likely rise in future reports as data updates 
are received. 
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NOTIFICATIONS 


Pursuant to subsection 196(1) of the Criminal Code, the Minister of Public Safety and Emergency 
Preparedness is required to notify in writing the person who was the object of the interception. 


Furthermore, paragraph 195(2)(h) requires that the Annual Report of the Minister of Public Safety 
and Emergency Preparedness provide: 


(4) the number of notifications given pursuant to section 196. 


FIGURE 5 


Notification is served on those persons identified in the authorization who were actually under 
electronic surveillance. There is therefore a significant difference between the number of persons 
named in authorizations and the number of persons notified. Another factor which contributes to 
this difference is that notification may be delayed for up to three years if the investigation is in 
relation to a criminal organization and is continuing. 
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PROSECUTIONS FOR UNLAWFUL INTERCEPTIONS AND UNLAWFUL DISCLOSURE 


Paragraph 195(3)(a) of the Criminal Code requires that the Annual Report provide information 
relating to: 


(a) the number of prosecutions commenced against officers or servants of Her Majesty in 
right of Canada or members of the Canadian Forces for offences under section 184 or 
section 193; 


No such prosecutions have been initiated for the period from 2000 to 2004. 


Subsection 184(1) of the Criminal Code, with a number of specific exceptions, makes it an 
offence for a person to willfully intercept a private communication by means of an 
electromagnetic, acoustic, mechanical or other device. Subsection 193(1), with similar specific 
exceptions, makes it an offence to disclose private communications that are lawfully intercepted, 
or to disclose the existence of such intercepted communications. 
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Paragraph 195(3)(b) of the Criminal Code requires that the Annual Report provide: 


(b) a general assessment of the importance of interception of private communications for 
the investigation, detection, prevention and prosecution of offences in Canada. 


INVESTIGATION 


The lawful interception of private communications is a vital tool used by law enforcement 
agencies in the investigation of criminal activities of organized crime groups, especially with 
respect to the trade of illicit drugs. The statistics presented in Section III of this report indicate 
that the majority of authorizations issued are in relation to the offence of trafficking in a 
controlled substance. 


DETECTION 


The illegal activities of organized criminal groups would remain largely undetected were it not 
for the active investigation of the police. Offences such as money laundering, smuggling and 
drug trafficking present serious threats to the safety and stability of Canadian communities, and 
the lawful interception of private communications provides a means for the police to detect, and 
consequently investigate, the commission of such offences. 


PREVENTION 


The use of electronic surveillance in investigations has led to numerous drug seizures, leading to 
a reduction in the amount of illicit drugs and crime associated with their abuse. Without this 
crucial tool, the ability of the law enforcement community to prevent crimes and ensuing social 
harm would be seriously hindered. 


PROSECUTION 


Investigations of the activities of organized crime groups are increasingly complex and 
sometimes difficult to prove in a court of law. The use of electronic surveillance often provides 
strong evidence against those accused of being involved in illegal activities, increasing the 
likelihood of conviction. The prosecution of such offenders increases public confidence in the 
criminal justice system and contributes to public safety by holding such persons responsible for 
their actions. 
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pa 
CASE EXAMPLE 


In August 2004, following a year long joint investigation, members of the Royal Canadian 
Mounted Police Kitchener Detachment, in partnership with the Stratford Police Service, 
Waterloo Regional Police Service, Hamilton Police Service, Toronto Police Service, Guelph 
Police Service, and the London Integrated Proceeds of Crime Unit, arrested numerous residents 
of Southwestern Ontario in connection with drug trafficking, conspiracy, money laundering, 
kidnapping, extortion, assault and proceeds of crime charges. During the course of this 
investigation, approximately $365,000.00 in illicit drugs and narcotics were seized, including 
Cocaine, Methamphetamine, Ecstasy and Cannabis Resin. Also seized were drug paraphernalia 
and a significant quantity of cash and a number of weapons. 


This investigation used different investigational techniques, including audio surveillance, and 
detected that constant threats and intimidation were employed within the drug sub-culture. 


The concerted effort by all police agencies involved in this joint investigation has resulted in 
removing a major public safety threat. This will have a significant impact on illicit drug 
trafficking within the Region of Waterloo and surrounding areas. The collective efforts between 
law enforcement agencies serves to illustrate their on-going commitment to ensure the safety of 
our communities. 
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Designated Agents who made applications in accordance with subsections 185(1) and 487.01(1) 
of the Criminal Code, as required by paragraph 195(1)(a) of the Criminal Code: 


C. Bélanger 
M. Bertrand 
C. Bond 

L. Boucher 
S. Boucher 
B. Boyd 

M. Campbell 
M. Cullen 

E. Froess 

P. Hogg 

I. Jaffe 

N. Lapp 

W. K. Lebans 
R. MacDonald 
J. Martin 

E. Neufield 
H. O’Connell 
R. Prior 

E. M. Reid 
D. Rowcliffe 
R. Sigurdson 
E. Williams 
T. Zuber 
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There were no designated Peace Officers who made applications in accordance with 
subsections 188(1) and 487.01(1) of the Criminal Code, as required by paragraph 195(1)(b) 
of the Criminal Code. 
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Section I — Introduction 1 


SS PE RS ATE EE ETA IS EES ETE ESET BE IT eT TT PTE EEA SISTER FE TO DEES SESS TT PMR TIRE À 


Part VI of the Criminal Code sets out procedures for the law enforcement community to obtain 
judicial authorization to conduct electronic surveillance of private communications to assist in 
criminal investigations. These procedures are to be carried out in such a way so as to ensure that 
the privacy of individuals is respected as much as possible during the surveillance. 


As a measure of accountability, section 195 of the Criminal Code requires the Minister of Public 
Safety and Emergency Preparedness! to prepare and present to Parliament an annual report on 
the use of electronic surveillance under Part VI for offences that may be prosecuted by or on 
behalf of the Attorney General of Canada. In particular, the annual report must include the 
following information: 


e the number of applications made for authorizations, or for renewal of authorizations; 


e the number of applications granted with or without terms and conditions, as well as 
the number of applications that were refused; 


e the number of persons identified in an authorization who were charged for various 
offences; 


e the number of persons not identified in an authorization, but who were arrested or 
charged for various offences because they became known to peace officers’ as a 
result of authorized surveillance; 


e the average time for which authorizations were issued and for which renewals were 
granted; 


e the number of authorizations valid for more than 60, 120, 180, and 240 days; 


e the number of notifications given to people who had private communications 
intercepted; 


e the types of offences for which authorizations were granted; 


e a description of the classes of places set out in authorizations, and the number of 
authorizations granted for each class of place; 


e ageneral description of the methods of interception used; 


e the number of proceedings in which intercepted communications were entered as 
evidence; and 


e the number of investigations in which information from intercepted communications 
was used but the communication itself was not entered as evidence. 


' As of February 6, 2006, the Minister of Public Safety and Emergency Preparedness adopted the new title of 
Minister of Public Safety. Since the Department of Public Safety and Emergency Preparedness Act does not yet 
reflect the new name, this report will continue to refer to the Minister of Public Safety and Emergency 
Preparedness until the necessary legislative changes have been made. 

* A “peace officer” is defined in section 2 of the Criminal Code and includes police officers. 


2 Section I — Introduction 


D 


The 2005 Annual Report covers a five-year period from 2001 to 2005. The Report includes new 
statistics for the period of January 1, 2005 to December 31, 2005, and updates the figures for the 
years 2001 to 2004. 


The 2005 Annual Report is organized in the following manner: 


e Section I is the introduction to the report. 


e Section II provides an overview of the procedures and processes set out in Part VI of 
the Criminal Code. Information on section 487.01 of the Criminal Code is also 
provided as the law enforcement community can obtain authority to conduct video 
surveillance by applying for a ‘general’ warrant pursuant to this section. 


e Section III presents the statistical information that must be included in each annual 
report pursuant to subsections 195(2) and 195(3) of the Criminal Code. 


e Section IV provides a general assessment of the importance of electronic surveillance 
for the investigation, detection, prevention, and prosecution of offences as required 
by paragraph 195(3)(b) of the Criminal Code. 


e Appendix A provides a list of agents designated by the Minister or Deputy Minister 
of Public Safety and Emergency Preparedness who made an application for an 
authorization under sections 185 and/or 487.01 of the Criminal Code. 


e Appendix B lists peace officers designated by the Minister of Public Safety and 
Emergency Preparedness who made an application for an authorization under 
sections 188 and/or 487.01 of the Criminal Code. 
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As indicated in Section I, Part VI of the Criminal Code sets out procedures for the law 
enforcement community to obtain judicial authorization to conduct electronic surveillance to 
assist in criminal investigations. 


Peace officers can only obtain this authorization to intercept private communications for certain 
offences, which are listed in section 183 of the Criminal Code. These offences include serious 
offences such as facilitating terrorist activity, weapons trafficking, child pornography, child 
abductions, drug trafficking, and organized crime offences. 


Part VI also sets out the requirements that must be met to successfully apply for an authorization 
to intercept private communications. These requirements include: 


e Only the Minister of Public Safety and Emergency Preparedness, or persons specially 
designated by the Minister or the Deputy Minister of Public Safety and Emergency 
Preparedness, may make an application for an authorization with regard to offences 
that may be prosecuted by or on behalf of the Attorney General of Canada. 


e An application must be accompanied by an affidavit sworn by a peace officer or 
public officer. The affidavit must include information such as the facts relied on to 
justify the need for an authorization, details about the offence, and the names and 
addresses of the persons whose private communications would be intercepted 
(section 185). 


e Before an authorization is issued, the judge hearing the application must be satisfied 
that it would be in the best interests of the administration of justice to authorize the 
electronic surveillance. Except in the case of certain specific offences, such as a 
terrorism offence, the judge must also be satisfied that other investigative procedures 
have been tried and failed, that other investigative procedures are unlikely to succeed, 
or that there is an urgency such that other investigative procedures are impractical. 
The judge may impose terms and conditions on the authorization, including 
conditions to ensure that the privacy of individuals is respected as much as possible 
during the surveillance (section 186). 


Generally, authorizations are not issued for a period of time longer than 60 days 

(paragraph 186(4)(e)). However, designated persons may apply to a judge to have the 
authorization renewed, which extends the period of time during which they can lawfully conduct 
electronic surveillance. Before the judge may renew the authorization, he or she must be 
satisfied that the same circumstances that applied to the original application for authorization 
still apply (subsection 186(6)). 


4 Section II — Overview of Part VI of the Criminal Code 


© ER 


Provisions also exist for designated persons to obtain judicial authorization in emergency 
situations. Under section 188 of the Criminal Code, a peace officer designated by the Minister 
of Public Safety and Emergency Preparedness may apply to a judge for an authorization if the 
urgency of the situation requires interception of private communications, but there is not enough 
time to use the regular application process to obtain an authorization. An authorization issued in 
these circumstances may be issued for a period of up to thirty-six hours, and the judge may 
impose terms and conditions. 


In addition to applying for an authorization to intercept private communications under Part VI, 
peace officers may apply to a judge for a ‘general’ warrant under section 487.01 of the Criminal 
Code. This section enables the issuance of a warrant for the use of any device or investigative 
technique that is not contemplated elsewhere in the Criminal Code or any other Act of 
Parliament. For example, this type of warrant would allow peace officers to carry out video 
surveillance of a person in circumstances where the person has a reasonable expectation of 
privacy. As with other judicial authorizations, certain requirements must be met before a 
warrant can be issued. In the case of warrants issued pursuant to section 487.01, these 
requirements include: 


e The judge must be satisfied by information provided under oath and in writing (1.e., a 
sworn affidavit) that there are reasonable grounds to believe that an offence has been 
or will be committed, and that information about the offence can be obtained by 
conducting video surveillance. 


e The judge must be satisfied that it is in the best interests of the administration of 
justice to issue the warrant. 


e There must be no other provision in the Criminal Code or any other Act of Parliament 
that would provide for a warrant, authorization or order to allow the intended video 
surveillance to be carried out. 


e The judge may also impose terms or conditions on the warrant, including conditions 
to ensure that the privacy of individuals is respected as much as possible during the 
surveillance. 
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Applications for authorizations and renewals 

Paragraphs 195(2)(a) and (b) of the Criminal Code require statistics relating to: 

(a) the number of applications made for authorizations; 

(b) the number of applications made for renewal of authorizations; 


Table 1 


Number of applications 


Type of application made 2001 2002 2003 2004 2005 


Audio Sol SiG. 
Video S.487.01 C.C. 
Renewals SAGE. 
| Emergency audio S.188 C.C. 


Emergency video S.487.01 C.C. ve) 
Total 152 | 180 110 141 | 106 


Table 1 presents the number of applications made for audio and video authorizations and 
renewals each year for the five-year period from 2001 to 2005. The data is categorized by the 
three types of applications for which authorizations may be granted: audio and video 
applications (maximum duration sixty days) and renewals thereof pursuant to 

subsections 185(1), 186(6) and section 487.01 of the Criminal Code and emergency applications 
(maximum duration 36 hours) pursuant to subsection 188(1) and section 487.01 of the 

Criminal Code. 
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Paragraph 195(2)(c) of the Criminal Code requires information relating to: 


(c) the number of applications referred to in paragraphs (a) and (b) that were granted, the 
number of those applications that were refused and the number of applications referred 
to in paragraph (a) that were granted subject to terms and conditions; 


Note: two applications for an authorization or a renewal have been refused for the 
period 2001-2005. 


Figure 1 
El With terms and conditions El Without terms and conditions 


A | 


2001 2002 2003 2004 2005 
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Period for which authorizations and renewals were granted 
Paragraph 195(2)(f) of the Criminal Code requires information relating to: 


(f) the average period for which authorizations were given and for which renewals thereof 
were granted; 


Table 2 


à RAGE AM PRE ES DAS Average period of time valid 
yP 2001 | 2002 | 2003 | 2004 | 2005 


Audio S.185 C.C. (days) | 60.0 | 60.0 | 60.0 | 60.0 | 60.0 


Video S.487.01 C.C. (days) | 60.0 | 60.0 | 60.0 | 60.0 | 60.0 
Emergency audio S.188 C.C. (hours) | 00 | 36.0 | 360 | 0.0 | 360 | 
0, A ROUE 0.0 0.0 


Emergency video S.487.01 C.C. (hours) 


Although authorizations may be valid for a period of up to sixty days, this does not necessarily 
mean interceptions are made during the entire period. For example, sufficient evidence may be 
obtained as a result of the authorization to prove the offence and to lay charges prior to the 
expiration of the authorization. 


Paragraph 195(2)(g) of the Criminal Code requires information relating to: 


(g) the number of authorizations that, by virtue of one or more renewals thereof, were 
valid for more than sixty days, for more than one hundred and twenty days, for more 
than one hundred and eighty days and for more than two hundred and forty days; 


Table 3 


2002 2004 2005 
I 7 0 2 
RETENU Ge a] 0 PAL ea Sel PET ned 0 
Tey) Oe ARE Soe comte LE Eee om en ed eee preg) ele EL ad 

[Rae eS TE 


241 or more 0 1 0 
Total renewals Tag | oe eg ey Te er eben el 


The categories in Table 3 are mutually exclusive. For example, an authorization valid for a 
period of sixty days which was renewed for a further sixty days is counted in the category 
61-120 days, and an authorization of sixty days coupled with three sixty-day renewals would be 
counted in the 181-240 category. 


Renewal period 
(days) 
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Offences specified in authorizations 


Paragraph 195(2)(i) of the Criminal Code requires information relating to: 


(i) the offences in respect of which authorizations were given, specifying the number 
of authorizations given in respect of each of those offences; 


Table 4 


Number of Authorizations 


Narcotic 
Control 
Act* 


Export and 
Import 
Permits Act 


Customs 
Act 


* The Controlled Drugs and Substances Act was brought into force on May 14, 1997, replacing the Narcotic 


she RP PME 2001 | 2002 | 2003 | 2004 | 2005 

Trafficking s. 5(1 126 134 80 108 83 
Possession of a narcotic 
for the purpose of trafficking  s. 5(2) ee se 
Importing and exporting 51 -O(1 Ya peBO. ni [a 45 RO Re ce 

Controlled | Possession for the purpose 3 3 10 

Drugs and | of exporting s. 6(2 

Substances | Production el 

Act* 


Possession of property 
obtained by designated 117 23 1 1 
substance offences s. 8 


Laundering proceeds of designated 

substance offences s. 9 
Trafficking 
Possession for purpose 
of trafficking 
Importing and exporting Sr ou) 


Possession of property 
obtained by certain offences  s. 19.1 
Laundering proceeds 
of certain offences 
Export or attempt to export 


Import or attempt to import s. 14 


Failure to report imported goods to the 
nearest custom office Seid 
False statements Sul S3 
Keeping, acquiring, disposing of goods 
illegally imported s. 155 


Control Act and Parts III and IV of the Food and Drugs Act. 
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Statute 


Customs 


Act 


Competition 
Act 


Excise 
Act 


Explosives 
Act 


Immigration 
Act 


Table 4 (Continued) 


Number of authorizations 


Smuggling/attempt 

to smuggle goods 

into Canada 
Possession of property 
obtained by smuggling 
Laundering proceeds 


Deceptive marketing SSI ER mea | Ao 
Unlawful possession of fraudulently his | come NEA 
stamped tobacco s. 29 

Unlawful possession or sale of app 
improperly packaged tobacco s. 32 

Possession of property 

obtained by excise 

offences Sy 20 

Me ob 
of excise offences Sy 126.2 


Unlawful distillation ead Gi re his a eon TE 


of spirits s. 163 

Unlawful production, sale, etc. of ace enable. | 

tobacco or alcohol s. 214 

Unlawful possession of tobacco HO SReEONPARS 

product s. 216 

Falsifying or destroying records SE 
Murs 

or stamping ss. 233 à lier 

Unlawful possession 

or sale of manufactured 

tobacco or cigars ss. 240(1 ‘ 

Manufacture, use, sell, RER ANSE ES 

etes of explosives 

CM E EAT 


one false statements 
s. 94.5 
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Table 4 (Continued) 
Number of authorizations 
Statute Type of offence 2001 | 2002 | 2003 | 2004 | 2005 
Forgery of passport So. 0 0 0 0 0 
Using explosives PS] die ON EN Re 
Possessing explosives s. 82 RSC NT 4 


Providing, making available, etc. 
property or services for terrorist 
activities s. 83.03 
Using or possessing property for 
terrorist purposes s. 83.04 
Participation in the activity of 
terrorist group s. 83.18 
Facilitating terrorist activities 
$55.19 


Instructing to carry out activity for 


pepe | 


pe fe 
ie 


a 


a terrorist group Shoal fie Pet 
Instructing to carry out terrorist ono | Some 
activi 69.22 
Possession of a prohibited Riu 
weapon s. 90 
ak Unauthorized possession of a 
Code =e 


Importing or exporting of 
prohibited weapon* S. 
Possession of weapons obtained by 
commission of offence 5096 
Weapons trafficking 
Possession for the purpose 


un 


Fe 
Ne) 
Ne) 


\O 
A 


He 


— 


of weapons smuggling s. 100 
Breach of trust S122 
Obstructing justice s213 

Escape, etc. ss. 145(1) 


Keeping gaming or 
betting house 

Engage in bookmaking s. 20 
Keeping a bawdy house ss. 210(1 


n 

N 
© 
ni 


Fle 


(TQ 
— 
oo 


n 
N 
ie) 
KO 
LE 


N 
lo» 


Attempted murder 
Accessory after the fact s. 240 
Uttering death threats s. 264.1 2 
*This section was repealed on December 1, 1998, with the implementation of the Firearms Act. 


Ke) 


LE 
- 
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Table 4 (Continued) 


Number of authorizations 
Type of offence 


2001 
Assault with a weapon 


or causing bodily harm 


Statute 


Aggravated assault s. 268 


Unlawfully causing bodily 
harm 


Sexual assault 


Kidnapping 
Abduction 


Possession of a device to obtain 
telecommunication facility or 
service 


Theft 


Theft, forgery, etc., of 
credit card 


Robbery 


Extortion 


&, 327 


Criminal interest rate 


Criminal 
Code 


Break and enter 


Possession of property 

obtained by crime s. 354 
Possession of property obtained by 
the commission of an offence 
5935 


Forgery s. 367 


Uttering forged document  s. 368 


Possession of instruments 

of forgery _ s. 369 
Fraud s. 380 
Fraudulent manipulation of stock 
exchange transactions s. 382 
Intimidation of justice system 
participant or journalist _s. 423.1 
Mischief s. 430 


Explosive or other lethal device 
s. 431.2 
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Table 4 (Continued) 


Number of authorizations 


Statute Type of offence 


Arson — disregard 
for human life s. 433 


= 
ND 


— 
© 


Arson for fraudulent purposes 
s. 435 


Possession of incendiary _ s. 436.1 


SUR 


Making counterfeit money  s. 449 


Buying, receiving, 
possessing or importing 
counterfeit mone 


Uttering counterfeit money  s. 452 


Possession of a machine, instrument 
for making counterfeit money 


Criminal 
Code 


LL 


Laundering proceeds of counterfeit 
s. 462.31 


Counselling 


Conspiracy 
Participating in criminal 
organization s. 467.1 
Participating in activities of 
a criminal organization s.467.11 
Commission of an offence for 

a criminal organization  s. 467.12 
Instructing commission 
of an offence for a criminal 
organization s. 467.13 


— 
S 
=) 
EN 


[æ) 


15 12 


== 
ND 
= 
—_ 


Fae 


Most authorizations granted to agents of the Minister of Public Safety and Emergency 
Preparedness provide for the use of electronic surveillance in relation to more than one offence. A 
typical example of such an authorization would be in relation to sections 5 (trafficking), 

6 (importing and exporting), and 7 (production) of the Controlled Drugs and Substances Act and 
conspiracy under section 465 of the Criminal Code to commit these offences. Table 4 represents 
the number of times specific offences were identified in authorizations granted to agents of the 
Minister of Public Safety and Emergency Preparedness. For example, of the 152 authorizations 
granted in 2001, 126 of these authorizations specifically provided for the use of electronic 
surveillance in connection with trafficking a narcotic, 124 for possession for the purpose of 
trafficking, etc. 
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Classes of places and methods of interception 
Paragraph 195(2)(7) of the Criminal Code requires information relating to: 


() a description of all classes of places specified in authorizations and the number of 
authorizations in which each of those classes of places was specified; 


Table 5 
2 = at 
Residence (permanent) 50 81 50 49 38 
L Residencettemporary) = ut ts 6 ei 13.08 07 te em OO | 


Paragraph 195(2)(k) of the Criminal Code requires information relating to: 


(kK) a general description of the methods of interception involved in each interception under 
an authorization; 


Table 6 


: : Number of interceptions 
Method of interception P 


Telecommunication 
Microphone 


Other 87 239 


Total 1237 696 


It should be noted that the data reported for 2005 will likely rise in future reports as data updates 
are received. 
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Legal proceedings, use of intercepted material and disposition 
Paragraph 195(2)(/) of the Criminal Code requires information relating to: 


(J) the number of persons arrested whose identity became known to a peace officer as 
a result of an interception under an authorization; 


Figure 2 


* Jt should be noted that the data reported for 2005 will likely rise in future reports as data 
updates are received. 
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Paragraph 195(2)(d) of the Criminal Code requires information relating to: 


(d) the number of persons identified in an authorization against whom proceedings were 
commenced at the instance of the Attorney General of Canada in respect of: 


(i) an offence specified in the authorization, 


(ii) an offence other than an offence specified in the authorization but in respect of 
which an authorization may be given, and 


(iii) an offence in respect of which an authorization may not be given; 


Table 7 


Number of persons 
against whom proceedings were 
Category of offence commenced 
(identified in authorization) 


Offence specified in authorization 


Offence for which an authorization may be given but 
5 ae 20 109 
not specified in the authorization 


Offence for which no authorization may be given 
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Paragraph 195(2)(e) of the Criminal Code requires information relating to: 


(e) the number of persons not identified in an authorization against whom proceedings 
were commenced at the instance of the Attorney General of Canada in respect of: 


(i) an offence specified in such an authorization, 


(ii) an offence other than an offence specified in such an authorization but in respect 
of which an authorization may be given, and 


(iii) an offence other than an offence specified in such an authorization and for which 
no such authorization may be given, 


and whose commission or alleged commission of the offence became known to a peace 
officer as a result of an interception of a private communication under an 
authorization; 


Table 8 


Number of persons 
against whom proceedings were 
commenced (not identified in 
authorization) 


Category of offence 


Offence specified in authorization 


Offence for which an authorization may be given 17 11 11 5 
but not specified in the authorization 


Offence for which no authorization may be given 


Tables 7 and 8 contain information relating to the number of persons charged for all types of 
offences, including Criminal Code offences. Moreover, the three categories of offences are not 
treated as being mutually exclusive, and persons charged with more than one category of offence 
are counted more than once. Therefore, one cannot add the columns in Tables 7 and 8 to obtain 
the total number of persons. It should be noted that the data reported for 2005 will likely rise in 
future reports as data updates are received. 


Tables 7 and 8 are interrelated. Table 7 provides information on the number of persons identified 
in an authorization who were charged with specific categories of offences, i.e., an offence 
specified in the authorization, an offence other than an offence specified in such an authorization 
but in respect to which an authorization may be given, or an offence other than an offence 
specified in such an authorization and for which no such authorization may be given. Table 8 
provides similar information on persons not identified in an authorization, but who were charged 
as a result of information from the authorized interception. 
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Paragraph 195(2)(m) of the Criminal Code requires information relating to: 


(m) the number of criminal proceedings commenced at the instance of the Attorney General 
of Canada in which private communications obtained by interception under an 
authorization were adduced in evidence and the number of those proceedings that 
resulted in a conviction; 


Figure 3 


nen eee ne near rc 


SS 


2001 2002 2003 2004* 2005* 


* It should be noted that the data reported for 2004 and 2005 will likely rise in future reports as 
data updates are received. 
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Paragraph 195(2)(n) of the Criminal Code requires information relating to: 


(n) the number of criminal investigations in which information obtained as a result of the 
interception of a private communication under an authorization was used although the 
private communication was not adduced in evidence in criminal proceedings commenced 
at the instance of the Attorney General of Canada as a result of the investigations. 


Figure 4 


5 Criminal proceedings/Evidence not adduced Convictions 


2001 2002 2003 2004 2005* 


* It should be noted that the data reported for 2005 will likely rise in future reports as data 
updates are received. 
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Notifications 


Pursuant to subsection 196(1) of the Criminal Code, the Minister of Public Safety and Emergency 
Preparedness is required to notify in writing the person who was the object of the interception. 


Furthermore, paragraph 195(2)(h) requires that the Annual Report of the Minister of Public Safety 
and Emergency Preparedness provide: 


(4) the number of notifications given pursuant to section 196. 


Figure 5 
AR) gt wee ee ee DES, 2e TEE 
| 
1977 | 
1500 RSS 
1108 
1000 <5 
596 
500 
0 
2001 2002 2003 2004 2005 


Notification is served on those persons identified in the authorization who were actually under 
electronic surveillance. There is therefore a significant difference between the number of persons 
named in authorizations and the number of persons notified. Another factor which contributes to 
this difference is that notification may be delayed for up to three years if the investigation is in 
relation to a criminal organization and is continuing. 
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Prosecutions for unlawful interceptions and unlawful disclosure 


Paragraph 195(3)(a) of the Criminal Code requires that the Annual Report provide information 
relating to: 


(a) the number of prosecutions commenced against officers or servants of Her Majesty in 
right of Canada or members of the Canadian Forces for offences under section 184 or 
section 193; 


No such prosecutions have been initiated for the period from 2001 to 2005. 


Subsection 184(1) of the Criminal Code, with a number of specific exceptions, makes it an 
offence for a person to willfully intercept a private communication by means of an 
electromagnetic, acoustic, mechanical or other device. Subsection 193(1), with similar specific 
exceptions, makes it an offence to disclose private communications that are lawfully intercepted, 
or to disclose the existence of such intercepted communications. 
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Paragraph 195(3)(b) of the Criminal Code requires that the Annual Report provide: 


(b) a general assessment of the importance of interception of private communications for 
the investigation, detection, prevention and prosecution of offences in Canada. 


Investigation 


The lawful interception of private communications is a vital tool used by law enforcement 
agencies. It is of great assistance to complex criminal investigations involving threats to national 
security and serious crimes. The statistics presented in Section III of this report indicate that the 
‘majority of authorizations issued are in relation to the offence of trafficking in a controlled 
substance. 


Detection 


The illegal activities of organized criminal groups and terrorist activity just to name a few, would 
remain largely undetected were it not for the active investigation of the police. Offences such as 
money laundering, smuggling, drug trafficking or participation in the activity of a terrorist group, 
present serious threats to the safety and stability of Canadian communities, and the lawful 
interception of private communications provides a means for the police to detect, and 
consequently investigate, the commission of such offences. 


Prevention 


The use of electronic surveillance in investigations has led to numerous drug seizures, leading to 
a reduction in the amount of illicit drugs and crime associated with their abuse. Without this 
crucial tool, the ability of the law enforcement community to prevent crimes and ensuing social 
harm would be seriously hindered. 


Prosecution 


Investigations of the activities of organized crime groups are increasingly complex and 
sometimes difficult to prove in a court of law. The use of electronic surveillance often provides 
strong evidence against those accused of being involved in illegal activities, increasing the 
likelihood of conviction. The prosecution of such offenders increases public confidence in the 
criminal justice system and contributes to public safety by holding such persons responsible for 
their actions. 
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Case example 


In April 2005, the Toronto Police Service and the Combined Forces Special Enforcement Unit 
charged four men with numerous serious offences, including Conspiracy to Commit Murder, 
Attempted Murder, and firearms-related crimes. These charges stemmed from an incident in 
which an innocent bystander was shot while making a purchase from a North York sandwich 
store. 


Information about this shooting was derived from an organized crime investigation that used 
audio and video surveillance. 


Police allege that the shooting was linked to a dispute between one of the suspects and other 
organized crime figures during which the suspect ordered the murder of some of his associates. 
Police further allege that it was during the attempt to carry out the suspect’s order by the other 
three suspects that the victim was hit by stray bullets causing extremely serious injuries, 
including paralysis. 


These types of cases exemplify the ongoing cooperation that exists on a daily basis between all 
levels of law enforcement. Due to the nature of this crime and the concern for public safety, the 
Combined Forces Special Enforcement Unit made investigating the shooting a priority and 
directed all of its efforts to working with the Toronto Police Service. 


The multi-agency organized crime investigators and the investigators from the Toronto Police 
Service worked tirelessly together for many months to solve this tragic, violent crime. 
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Designated Agents who made applications in accordance with subsections 185(1) and 487.01(1) 
of the Criminal Code, as required by paragraph 195(1)(a) of the Criminal Code: 


C. Bélanger 
M. Bertrand 
C. Bond 

L. Boucher 
S. Boucher 
B. Boyd 

M. Campbell 
M. Cullen 

E. Froess 

P. Hogg 

I. Jaffe 

N. Lapp 

W. K. Lebans 
R. MacDonald 
J. Martin 

E. Neufield 
H. O’Connell 
R. Prior 

E. M. Reid 
D. Rowcliffe 
R. Sigurdson 
E. Williams 
ie Zuber 
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Designated Peace Officer who made applications in accordance with subsections 188(1) and 
487.01(1) of the Criminal Code, as required by paragraph 195(1)(b) of the Criminal Code: 


D. E. Tanner 
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Section I — Introduction 1 


Part VI of the Criminal Code sets out procedures for the law enforcement community to obtain 
judicial authorization to conduct electronic surveillance of private communications to assist in 
criminal investigations. These procedures are to be carried out in such a way so as to ensure that 
the privacy of individuals is respected as much as possible during the surveillance. 


As a measure of accountability, section 195 of the Criminal Code requires the Minister of Public 
Safety and Emergency Preparedness to prepare and present to Parliament an annual report on the 
use of electronic surveillance under Part VI for offences that may be prosecuted by or on behalf 
of the Attorney General of Canada. In particular, the annual report must include the following 
information: 


e the number of applications made for authorizations,.or for renewal of authorizations; 


e the number of applications granted with or without terms and conditions, as well as 
the number of applications that were refused; 


e the number of persons identified in an authorization who were charged for various 
offences; 


e the number of persons not identified in an authorization, but who were arrested or 
charged for various offences because they became known to peace officers’ as a 
result of authorized surveillance; 


e the average time for which authorizations were issued and for which renewals were 
granted; 


e the number of authorizations valid for more than 60, 120, 180 and 240 days; 


e the number of notifications given to people who had private communications 
intercepted; 


e the types of offences for which authorizations were granted; 


e a description of the classes of places set out in authorizations, and the number of 
authorizations granted for each class of place; 


e a general description of the methods of interception used; 


e the number of proceedings in which intercepted communications were entered as 
evidence; and 


e the number of investigations in which information from intercepted communications 
was used but the communication itself was not entered as evidence. 


"A “peace officer” is defined in section 2 of the Criminal Code and includes police officers. 
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The 2006 Annual Report covers a five-year period from 2002 to 2006. The Report includes new 
statistics for the period of January 1, 2006 to December 31, 2006, and updates the figures for the 
years 2002 to 2005. 


The 2006 Annual Report is organized in the following manner: 


e Section I sets out the introduction to the report. 


e Section II provides an overview of the procedures and processes set out in Part VI of 
the Criminal Code. Information on section 487.01 of the Criminal Code is also 
provided since the law enforcement community can obtain authority to conduct video 
surveillance by applying for a ‘general’ warrant pursuant to this section. 


e Section III presents the statistical information that must be included in each annual 
report pursuant to subsections 195(2) and 195(3) of the Criminal Code. 


e Section IV provides a general assessment of the importance of electronic surveillance 
for the investigation, detection, prevention, and prosecution of offences as required 
by paragraph 195(3)(b) of the Criminal Code. 


e Appendix A provides a list of agents designated by the Minister or Deputy Minister 
of Public Safety and Emergency Preparedness who made an application for an 
authorization under sections 185 and/or 487.01 of the Criminal Code. 


e Appendix B lists peace officers designated by the Minister of Public Safety and 
Emergency Preparedness who made an application for an authorization under 
sections 188 and/or 487.01 of the Criminal Code. 
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As indicated in Section I, Part VI of the Criminal Code sets out procedures for the law 
enforcement community to obtain judicial authorization to conduct electronic surveillance to 
assist in criminal investigations. 


Peace officers can only obtain this authorization to intercept private communications for certain 
offences, which are listed in section 183 of the Criminal Code. These offences include serious 
offences such as facilitating terrorist activity, weapons trafficking, child pornography, child 
abductions, drug trafficking, and organized crime offences. 


Part VI also sets out the requirements that must be met to successfully apply for an authorization 
to intercept private communications. These requirements include the following: 


e Only the Minister of Public Safety and Emergency Preparedness, or persons specially 
designated by the Minister or the Deputy Minister of Public Safety and Emergency 
Preparedness, may make an application for an authorization with regard to offences 
that may be prosecuted by or on behalf of the Attorney General of Canada. 


e An application must be accompanied by an affidavit sworn by a peace officer or 
public officer. The affidavit must include information such as the facts relied on to 
justify the need for an authorization, details about the offence, and the names and 
addresses of the persons whose private communications would be intercepted 
(section 185). 


e Before an authorization is issued, the judge hearing the application must be satisfied 
that it would be in the best interests of the administration of justice to authorize the 
electronic surveillance. Except in the case of certain specific offences, such as a 
terrorism offence, the judge must also be satisfied that other investigative procedures 
have been tried and failed, that other investigative procedures are unlikely to succeed, 
or that there is an urgency such that other investigative procedures are impractical. 
The judge may impose terms and conditions on the authorization, including 
conditions to ensure that the privacy of individuals is respected as much as possible 
during the surveillance (section 186). 


Generally, authorizations are not issued for a period of time longer than 60 days 

(paragraph 186(4)(e)). However, designated persons may apply to a judge to have the 
authorization renewed, which extends the period of time during which they can lawfully conduct 
electronic surveillance. Before the judge may renew the authorization, he or she must be 
satisfied that the same circumstances that applied to the original application for authorization 
still apply (subsection 186(6)). 
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Provisions also permit designated persons to obtain judicial authorization in emergency 
situations. Under section 188 of the Criminal Code, a peace officer designated by the Minister 
of Public Safety and Emergency Preparedness may apply to a judge for an authorization if the 
urgency of the situation requires interception of private communications, but there is not enough 
time to use the regular application process to obtain an authorization. An authorization 
considered in these circumstances may be issued for a period of up to thirty-six hours, and the 
judge may impose terms and conditions. 


In addition to applying for an authorization to intercept private communications under Part VI, 
peace officers may apply to a judge for a ‘general’ warrant under section 487.01 of the Criminal 
Code. This section enables the issuance of a warrant for the use of any device or investigative 
technique that is not contemplated elsewhere in the Criminal Code or any other Act of 
Parliament. For example, this type of warrant would allow peace officers to carry out video 
surveillance of a person in circumstances where the person has a reasonable expectation of 
privacy. As with other judicial authorizations, certain requirements must be met before a 
warrant can be issued. In the case of warrants issued pursuant to section 487.01, these 
requirements include the following: 


e The judge must be satisfied by information provided under oath and in writing (fe a 
sworn affidavit) that there are reasonable grounds to believe that an offence has been 
or will be committed, and that information about the offence can be obtained by 
conducting video surveillance. 


e The judge must be satisfied that it is in the best interests of the administration of 
justice to issue the warrant. 


° There must be no other provision in the Criminal Code or any other Act of Parliament 
that would provide for a warrant, authorization or order to allow the intended video 
surveillance to be carried out. 


e The judge may also impose terms or conditions on the warrant, including conditions 
to ensure that the privacy of individuals is respected as much as possible during the 
surveillance. | 
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Applications for authorizations and renewals 
Paragraphs 195(2)(a) and (b) of the Criminal Code require statistics relating to: 
(a) the number of applications made for authorizations; 


(b) the number of applications made for renewal of authorizations; 


Table 1 
Number of applications 
POSE application made 2002 2003 2004 2005 2006 
; 
Audio Slss5G-C: 139 99 110 85 52 
Video S.487.01 C.C. DS 5 26 17 3 
Renewals Selle CAC. 15 6 7 3 à 
Emergency audio 5.188 CC: 2 3 | 0 if 0 
Emergency video 5:48 7-01 CC. 0 0 0 0 0 
Total 181 113 143 Wee 06 DIS 


Table 1 presents the number of applications made for audio and video authorizations and 
renewals each year for the five-year period from 2002 to 2006. The data is categorized by the 
three types of applications for which authorizations may be granted: audio and video 
applications (maximum duration sixty days) and renewals thereof pursuant to 

subsections 185(1), 186(6) and section 487.01 of the Criminal Code and emergency applications 
(maximum duration 36 hours) pursuant to subsection 188(1) and section 487.01 of the 


Criminal Code. 
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Paragraph 195(2)(c) of the Criminal Code requires information relating to: 


(c) the number of applications referred to in paragraphs (a) and (b) that were granted, the 
number of those applications that were refused and the number of applications referred 
to in paragraph (a) that were granted subject to terms and conditions; 


Note: two applications for an authorization or a renewal have been refused for the 
period 2002-2006. 


Figure 1 


= With terms and conditions _ Without terms and conditions 


2002 2003 2004 2005 2006 
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Period for which authorizations and renewals were granted 
Paragraph 195(2)(f) of the Criminal Code requires information relating to: 


(f) the average period for which authorizations were given and for which renewals thereof 
were granted; 


Table 2 
omer an hernias Average period of time valid 
yP 2002 | 2003 | 2004 | 2005 | 2006 
Audio S.185 C.C. (days) 60.0 60.0 60.0 


Video S.487.01 C.C. (days) 
Emergency audio S.188 C.C. (hours) 
Emergency video S.487.01 C.C. (hours) 0.0 


0.0 


Although authorizations may be valid for a period of up to sixty days, this does not necessarily 
mean interceptions are made during the entire period. For example, sufficient evidence may be 
obtained as a result of the authorization to prove the offence and to lay charges prior to the 
expiration of the authorization. 


Paragraph 195(2)(g) of the Criminal Code requires information relating to: 


(g) the number of authorizations that, by virtue of one or more renewals thereof, were 
valid for more than sixty days, for more than one hundred and twenty days, for more 
than one hundred and eighty days and for more than two hundred and forty days; 


Table 3 


Renewal period Number of authorizations renewed 


(days) 


61-120 


121-180 l 
181-240 


241 or more 


Total renewals 


The categories in Table 3 are mutually exclusive. For example, an authorization valid for a 
period of sixty days which was renewed for a further sixty days is counted in the category 
61-120 days, and an authorization of sixty days coupled with three sixty-day renewals would be 
counted in the 181-240 category. 
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Offences specified in authorizations 
Paragraph 195(2)(i) of the Criminal Code requires information relating to: 


(i) the offences in respect of which authorizations were given, specifying the number 
of authorizations given in respect of each of those offences; 


Table 4 


Number of Authorizations 
2002 | 2003 2004 2005 2006 
Trafficking s:5(1 134 81 108 83 41 
Possession of a narcotic 100 
for the purpose of trafficking  s. 5(2) 


Statute Type of offence 


I 
EN 


os 
coo; N 
Sl 
JS 
| 
; 
N 
eS) 
\O 


I 
ele 

WwW 

N 


Importing and exporting s. 6(1) 23 
Controlled | Possession for the purpose Rio 
Drugs and | of exporting s. 6(2) 
Substances | Production s. 7 
Act* Possession of property 
obtained by designated 21 1 l 
substance offences s. 8 
Laundering proceeds of designated ee EC 
22 1 
substance offences s. 9 
Export and | Export or attempt to export SAS RC Te 
Re Import or attempt to import 14 
Permits Act P pr . 


Failure to report imported goods to the 
nearest custom office si? 
False statements sv 153 
Keeping, acquiring, disposing of goods 
illegally imported S155 
Castine Smuggling/attempt 
pe to smuggle goods 

into Canada s. 159 
Possession of property 

obtained by smuggling 


fe 


pi 
i 


fey 


Competition 
Act 

* The Controlled Drugs and Substances Act was brought into force on May 14, 1997, replacing the Narcotic 

Control Act and Parts III and IV of the Food and Drugs Act. 


ne 


Deceptive marketing 15271 
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Table 4 (Continued) 


Number of authorizations 
2002 2003 2004 2005 2006 


Type of offence 


Excise 
Act 


Explosives 
Act 


Immigration 
Act 


Immigration 
Refugee 
Protection 
Act 


Criminal 
Code 


Unlawful possession of fraudulently 
stamped tobacco s. 29 


Unlawful possession or sale of ee eae oe 
improperly packaged tobacco s. 32 

Possession of property 

obtained by excise 2 1 

offences s. 126.1 

pete un Lace Le 
of excise offences s. 126.2 


Unlawful distillation VULS8a |b Oe ™ lentes Oro) ve 


Unlawful selling ) 
of spirits s. 163 


Unlawful production, sale, etc. of 
tobacco or alcohol s. 214 


Unlawful possession of tobacco (Pina eee oa 

product So2d6 

Falsifying or destroying records ee ee erence ee 
s 219 

or stamping ss. 233(1) 

Unlawful possession 

or sale of manufactured 3 3 1 

tobacco or cigars ss. 240(1) 

Manufacture, use, sell, possession, RAR IR 

etc., of explosives s. 6 

Organizing entry in Canada s. 94 PNCPIMNOMEMD Sos 

Coming into Canada by use of a 

false or improperly obtained 

passport ss. 94(1) 

Counselling false statements CRE 
s. 94.5 


Organizing entry into Canada 
sabi] 


| Trafficking in persons s.118 | 0 | 0 | 0 | 0 | 


Offences related to cement 
2 
S.4122 
Counselling misrepresentation 
2 
S.126 


anus TE REA Penn 
FDÉNAS DS NES een Vos ET RENTE) 
| Possessing explosives _  s.82 | 0 | 4 | 2 | 6 | 0 | 
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Table 4 (Continued) 


Number of authorizations 


2002 | 2003 2004 | 2005 | 2006 


Statute Type of offence 


Providing, making available, etc. 
property or services for terrorist Oa romeo 2 0 
activities s. 83.03 


Using or possessing property for 2 
terrorist purposes s. 83.04 


Participation in the activity of 
s. 83.18 


Instructing to carry out activity for 2 
a terrorist group Se S 221 


Instructing to carry out terrorist Fecal Pee | 
activit 5189.22 

Possession of a prohibited ou 
weapon s. 90 

Unauthorized possession of a DE ED 
firearm sO) 


Importing or exporting of 
prohibited weapon* s.95 P 


Criminal | Possession of weapons obtained by 
Code commission of offence s. 96 


Weapons trafficking So? 
of weapons smuggling s. 100 
Importing or exporting (knowing it are FAI 
is unauthorized ss. 103 


Unauthorized importing or 
exporting s.104 


Breach of trust Sn122 


Engage in bookmaking s 202 


ER 7 Dre 0 
Keeping a bawdy house ss. 210(1 ne SENTIR 
pee hs 26.5) 


| Procuring 8. 212 | 

EE A QE 

CAtiempted murder 8. 239] 5 | 6 | Lao 
Accessory after the fact s. 240 DRE PR cs A EE 
Uttering death threats s. 264.1 LUEUR uen 


*This section was repealed on December 1, 1998, with the implementation of the Firearms Act. 
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Table 4 (Continued) 


Number of authorizations 


Fraudulent manipulation of stock 


S 


Statute Type of offence 
2002 2003 2004 | 2005 | 2006 
Assault with a weapon 
or causing bodily harm Sur : < : z 
Unlawfully causing bodily 
harm s. 269 | 
Possession of a device to obtain 
telecommunication facility or l 
service S27 
Theft, forgery, etc., of 0 0 0 > 
credit card s. 342 
Robbery s. 344 5 ] 3) gi 
Extortion s. 346 10 0 3 5) 0 
Criminal interest rate s. 347 0 1 2 0 
Break and enter s. 348 2 0 0 l 
oan Possession of property 
Criminal | obtained by crime s. 354 de os ie . 
Code Possession of property obtained by 
the commission of an offence 2 0 5 6 
s. 355 
Forgery s. 367 0 0 
Uttering forged document  s. 368 0 1 0 0 
Possession of instruments 0 
of forgery s. 369 
alee dus 


exchange transactions s. 382 


Intimidation of justice system 


participant or journalist  s.423.1 
Mischief s. 430 2 
Explosive or other lethal device 

s. 431.2 
Arson — disregard 2 
for human life s. 433 


S) ND 


Arson — damage to property s. 434 


© 
- 
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Table 4 (Continued) 


Number of authorizations 


Statute ape Ob Ohne 2002 | 2003 | 2004 | 2005 | 2006 


Arson for fraudulent purposes 


s. 435 3 4 i 9 
Possession of incendiary  s. 436.1 0 1 0 0 | 
Making counterfeit money  s. 449 0 1 0 0 | 


Buying, receiving, 
possessing or importing 
counterfeit money s. 450 


LA 
co) 
> 


Uttering counterfeit money  s. 452 


0 
Possession of a machine, instrument 
for making counterfeit money 
s. 458 


BE 


— oes 
he Attempts, accessories s. 463 
Conspiracy sacs ASS No 136 | 401 


Participating in criminal 
organization s. 467.1 
Participating in activities of 

a criminal organization _s. 467.11 
Commission of an offence for 

a criminal organization _s. 467.12 


Instructing commission 
of an offence for a criminal D3 11 7 
organization s. 467.13 


Most authorizations granted to agents of the Minister of Public Safety and Emergency 
Preparedness provide for the use of electronic surveillance in relation to more than one offence. A 
typical example of such an authorization would be in relation to sections 5 (trafficking), 

6 (importing and exporting), and 7 (production) of the Controlled Drugs and Substances Act and 
conspiracy under section 465 of the Criminal Code to commit these offences. Table 4 represents 
the number of times specific offences were identified in authorizations granted to agents of the 
Minister of Public Safety and Emergency Preparedness. For example, of the 58 authorizations 
granted in 2006, 41 of these authorizations specifically provided for the use of electronic 
surveillance in connection with trafficking a narcotic, 32 for possession for the purpose of 
trafficking and 23 for importing and exporting. 
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Classes of places and methods of interception 
Paragraph 195(2)(j) of the Criminal Code requires information relating to: 


() a description of all classes of places specified in authorizations and the number of 
authorizations in which each of those classes of places was specified; 


Table 5 


Class of place Number of authorizations 


Residence (permanent) 


Paragraph 195(2)(k) of the Criminal Code requires information relating to: 


(k) a general description of the methods of interception involved in each interception under 
an authorization; 


Table 6 


À : Number of int ti 
Method of interception SE 


Telecommunication 


119 


Other 239 154 
Total 2135 1498 1256 


It should be noted that the data reported for 2006 will likely rise in future reports as data updates 
are received. 
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EE 
Legal proceedings, use of intercepted material and disposition 
Paragraph 195(2)(1) of the Criminal Code requires information relating to: 


(J) the number of persons arrested whose identity became known to a peace officer as 
a result of an interception under an authorization; 


Figure 2 
642 


2002 2003 2004 2005* 2006* 


* It should be noted that the data reported for 2005 and 2006 will likely rise in future reports as 
data updates are received. 
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Paragraph 195(2)(d) of the Criminal Code requires information relating to: 


(d) the number of persons identified in an authorization against whom proceedings were 
commenced at the instance of the Attorney General of Canada in respect of: 


(i) an offence specified in the authorization, 


(ii) an offence other than an offence specified in the authorization but in respect of 
which an authorization may be given, and 


(iii) an offence in respect of which an authorization may not be given; 


Table 7 


Number of persons 
against whom proceedings were 
commenced 
(identified in authorization) 


Category of offence 


Offence specified in authorization 345 


Offence for which an authorization may be given but 109 A1 42 30 7 
not specified in the authorization 


Offence for which no authorization may be given 
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EE 
Paragraph 195(2)(e) of the Criminal Code requires information relating to: 


(e) the number of persons not identified in an authorization against whom proceedings 
were commenced at the instance of the Attorney General of Canada in respect of: 


(i) an offence specified in such an authorization, 


(ii) an offence other than an offence specified in such an authorization but in respect 
of which an authorization may be given, and 


(iii) an offence other than an offence specified in such an authorization and for which 
no such authorization may be given, 


and whose commission or alleged commission of the offence became known to a peace 
officer as a result of an interception of a private communication under an 


authorization; 


Table 8 


Number of persons 
against whom proceedings were 
commenced (not identified in 
authorization) 


Category of offence 


Offence specified in authorization 
Offence for which an authorization may be given 
but not specified in the authorization 


Offence for which no authorization may be given 


Tables 7 and 8 contain information relating to the number of persons charged for all types of 
offences, including Criminal Code offences. Moreover, the three categories of offences are not 
treated as being mutually exclusive, and persons charged with more than one category of offence 
are counted more than once. Therefore, one cannot add the columns in Tables 7 and 8 to obtain 
the total number of persons. It should be noted that the data reported for 2006 will likely rise in 
future reports as data updates are received. 


Tables 7 and 8 are interrelated. Table 7 provides information on the number of persons identified 
in an authorization who were charged with specific categories of offences, 1.e., an offence 
specified in the authorization, an offence other than an offence specified in such an authorization 
but in respect to which an authorization may be given, or an offence other than an offence 
specified in such an authorization and for which no such authorization may be given. Table 8 
provides similar information on persons not identified in an authorization, but who were charged 
as a result of information from the authorized interception. 
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Paragraph 195(2)(m) of the Criminal Code requires information relating to: 

(m) the number of criminal proceedings commenced at the instance of the Attorney General 
of Canada in which private communications obtained by interception under an 


authorization were adduced in evidence and the number of those proceedings that 
resulted in a conviction; 


Figure 3 


El Criminal proceedings/Evidence adduced O Convictions 


4507 | 419 


400 
350 
300 
250 
200 
150 
100 

50 


389 


2002 2003 2004 2005* 2006* 


* Tt should be noted that the data reported for 2005 and 2006 will likely rise in future reports as 
data updates are received. 
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Paragraph 195(2)(n) of the Criminal Code requires information relating to: 


(n) the number of criminal investigations in which information obtained as a result of the 
interception of a private communication under an authorization was used although the 
private communication was not adduced in evidence in criminal proceedings commenced 
at the instance of the Attorney General of Canada as a result of the investigations. 


Figure 4 


O Criminal proceedings/Evidence not adduced O Convictions 
289 | Le : 


2002 2003 2004 2005* 2006* 


* It should be noted that the data reported for 2005 and 2006 will likely rise in future reports as 
data updates are received. 
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Notifications 


Pursuant to subsection 196(1) of the Criminal Code, the Minister of Public Safety and Emergency 
Preparedness is required to notify in writing the person who was the object of the interception. 


Furthermore, paragraph 195(2)(h) requires that the Annual Report of the Minister of Public Safety 
and Emergency Preparedness provide: 


(a) the number of notifications given pursuant to section 196. 


Figure 5 


There is a difference between the number of persons named in authorizations and the number of 
persons notified, due to the fact that notifications are served on those persons identified in the 
authorizations who were actually under electronic surveillance. Another factor which contributes 
to this difference is that notification may be delayed by a judge for up to three years if the 
investigation is continuing, is in relation to a terrorism offence or an offence associated with a 
criminal organization, and the judge is of the opinion that the extension would be in the interests of 
justice. 
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EE 
Prosecutions for unlawful interceptions and unlawful disclosure 


Paragraph 195(3)(a) of the Criminal Code requires that the Annual Report provide information 
relating to: 


(a) the number of prosecutions commenced against officers or servants of Her Majesty in 
right of Canada or members of the Canadian Forces for offences under section 184 or 
section 193; 


No such prosecutions have been initiated for the period from 2002 to 2006. 


Subsection 184(1) of the Criminal Code, with a number of specific exceptions, makes it an 
offence for a person to willfully intercept a private communication by means of an 
electromagnetic, acoustic, mechanical or other device. Subsection 193(1), with similar specific 
exceptions, makes it an offence to disclose private communications that are lawfully intercepted, 
or to disclose the existence of such intercepted communications. 
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Paragraph 195(3)(b) of the Criminal Code requires that the Annual Report provide: 


(b) a general assessment of the importance of interception of private communications for 
the investigation, detection, prevention and prosecution of offences in Canada. 


Investigation 


The lawful interception of private communications is a vital tool used by law enforcement 
agencies. It is of great assistance to complex criminal investigations involving threats to national 
security and serious crimes. The statistics presented in Section III of this report indicate that the 
majority of authorizations issued are in relation to the offence of trafficking in a controlled 
substance. 


Detection 


The illegal activities of organized criminal groups and terrorist activity just to name a few, would 
remain largely undetected were it not for the active investigation of the police. Offences such as 
money laundering, smuggling, drug trafficking or participation in the activity of a terrorist group, 
present serious threats to the safety and stability of Canadian communities, and the lawful 
interception of private communications provides a means for the police to detect, and 
consequently investigate, the commission of such offences. 


Prevention 


The use of electronic surveillance in investigations has led to numerous drug seizures, leading to 
a reduction in the amount of illicit drugs and crime associated with their abuse. Without this 
crucial tool, the ability of the law enforcement community to prevent crimes and ensuing social 
harm would be seriously hindered. 


Prosecution 


Investigations of the activities of organized crime groups are increasingly complex and 
sometimes difficult to prove in a court of law. The use of electronic surveillance often provides 
strong evidence against those accused of being involved in illegal activities, increasing the 
likelihood of conviction. The prosecution of such offenders increases public confidence in the 
criminal justice system and contributes to public safety by holding such persons responsible for 
their actions. 
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© 
Paragraph 195(1)(a) of the Criminal Code requires information relating to: 


(a) designated agents who made applications in accordance with 
subsections 185(1) and 487.01(1) of the Criminal Code: 


B. Boyd 

M. Cullen 

E. Froess 

R. Goldstein 
K. Gorman 
P. Hogg 

A. Krahn 

W. K. Lebans 
L. Mathews 
A. McCall 
M. O’Malley 
R. Plume 

R. J. Poirier 
E. Reid 

K. Reitsma 
B. Reitz 

D. Rowcliffe 
L'Trélièr 

Te Zuber 
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Paragraph 195(1)(b) of the Criminal Code requires information relating to: 


(b) designated Peace Officer who made applications in accordance with 
subsections 188(1) and 487.01(1) of the Criminal Code: 


No peace officer made application during the 2006 period under this section. 
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Section I — Introduction 1 


Part VI of the Criminal Code sets out procedures for the law enforcement community to obtain 
judicial authorization to conduct electronic surveillance of private communications to assist in 
criminal investigations. These procedures are to be carried out in such a way so as to ensure that 
the privacy of individuals is respected as much as possible during the surveillance. 


As a measure of accountability, section 195 of the Criminal Code requires the Minister of Public 
Safety and Emergency Preparedness to prepare and present to Parliament an annual report on the 
use of electronic surveillance under Part VI for offences that may be prosecuted by or on behalf 
of the Attorney General of Canada. In particular, the annual report must include the following 
information: 


e the number of applications made for authorizations, or for renewal of authorizations; 


e the number of applications granted with or without terms and conditions, as well as 
the number of applications that were refused; 


e the number of persons identified in an authorization who were charged for various 
offences; 


e the number of persons not identified in an authorization, but who were arrested or 
charged for various offences because they became known to peace officers! as a 
result of authorized surveillance; 


e the average time for which authorizations were issued and for which renewals were 
granted; 


e the number of authorizations valid for more than 60, 120, 180 and 240 days; 


e the number of notifications given to people who had private communications 
intercepted; 


e the types of offences for which authorizations were granted; 


e a description of the classes of places set out in authorizations, and the number of 
authorizations granted for each class of place; 


e a general description of the methods of interception used; 


e the number of proceedings in which intercepted communications were entered as 
evidence; and 


e the number of investigations in which information from intercepted communications 
was used but the communication itself was not entered as evidence. 


* A “peace officer” is defined in section 2 of the Criminal Code and includes police officers. 
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The 2007 Annual Report covers a five-year period from 2003 to 2007. The Report includes new 
statistics for the period from January 1, 2007 to December 31, 2007, and updates the figures for 
the years 2003 to 2006. 


The 2007 Annual Report is organized in the following manner: 


e Section II provides an overview of the procedures and processes set out in Part VI of 
the Criminal Code. Information on section 487.01 of the Criminal Code is also 
provided since the law enforcement community can obtain authority to conduct video 
surveillance by applying for a general warrant pursuant to this section. 


e Section III presents the statistical information that must be included in each annual 
report pursuant to subsections 195(2) and 195(3) of the Criminal Code. 


e Section IV provides a general assessment of the importance of electronic surveillance 
for the investigation, detection, prevention, and prosecution of offences as required 
by paragraph 195(3)(b) of the Criminal Code. 


e Appendix A provides a list of agents designated by the Minister or Deputy Minister 
of Public Safety and Emergency Preparedness who made an application for an 
authorization under sections 185 and/or 487.01 of the Criminal Code. 


e Appendix B lists peace officers designated by the Minister of Public Safety and 
Emergency Preparedness who made an application for an authorization under 
sections 188 and/or 487.01 of the Criminal Code. 


Section II — Overview of Part VI of the Criminal Code 3 


As indicated in Section I, Part VI of the Criminal Code sets out procedures for the law 
enforcement community to obtain judicial authorization to conduct electronic surveillance to 
assist in criminal investigations. 


Peace officers can only obtain this authorization to intercept private communications for certain 
offences, which are listed in section 183 of the Criminal Code. These offences include serious 
offences such as facilitating terrorist activity, weapons trafficking, child pornography, child 
abductions, drug trafficking, and organized crime offences. 


Part VI also sets out the requirements that must be met to successfully apply for an authorization 
to intercept private communications. These requirements include the following: 


e Only the Minister of Public Safety and Emergency Preparedness, or persons specially 
designated by the Minister or the Deputy Minister of Public Safety and Emergency 
Preparedness, may make an application for an authorization with regard to offences 
that may be prosecuted by or on behalf of the Attorney General of Canada. 


e An application must be accompanied by an affidavit sworn by a peace officer or 
public officer. The affidavit must include information such as the facts relied on to 
justify the need for an authorization, details about the offence, and the names and 
addresses of the persons whose private communications would be intercepted 
(section 185). 


e Before an authorization is issued, the judge hearing the application must be satisfied 
that it would be in the best interests of the administration of justice to authorize the 
electronic surveillance. Except in the case of certain specific offences, such as a 
terrorism offence, the judge must also be satisfied that other investigative procedures 
have been tried and failed, that other investigative procedures are unlikely to succeed, 
or that there is an urgency such that other investigative procedures are impractical. 
The judge may impose terms and conditions on the authorization, including 
conditions to ensure that the privacy of individuals is respected as much as possible 
during the surveillance (section 186). 


Generally, authorizations are not issued for a period of time longer than 60 days 

(paragraph 186(4)(e)). However, designated persons may apply to a judge to have the 
authorization renewed, which extends the period of time during which they can lawfully conduct 
electronic surveillance. Before the judge may renew the authorization, he or she must be 
satisfied that the same circumstances that applied to the original application for authorization 
still apply (subsection 186(6)). 
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Provisions also permit designated persons to obtain judicial authorization in emergency 
situations. Under section 188 of the Criminal Code, a peace officer designated by the Minister 
of Public Safety and Emergency Preparedness may apply to a judge for an authorization if the 
urgency of the situation requires interception of private communications, but there is not enough 
time to use the regular application process to obtain an authorization. An authorization 
considered in these circumstances may be issued for a period of up to thirty-six hours, and the 
judge may impose terms and conditions. 


In addition to applying for an authorization to intercept private communications under Part VI, 
peace officers may apply to a judge for a general warrant under section 487.01 of the Criminal 
Code. This section enables the issuance of a warrant for the use of any device or investigative 
technique that is not contemplated elsewhere in the Criminal Code or any other Act of 
Parliament. For example, this type of warrant would allow peace officers to carry out video 
surveillance of a person in circumstances where the person has a reasonable expectation of 
privacy. As with other judicial authorizations, certain requirements must be met before a 
warrant can be issued. In the case of warrants issued pursuant to section 487.01, these 
requirements include the following: 


e The judge must be satisfied by information provided under oath and in writing (1.e., a 
sworn affidavit) that there are reasonable grounds to believe that an offence has been 
or will be committed, and that information about the offence can be obtained by 
conducting video surveillance. 


e The judge must be satisfied that it is in the best interests of the administration of 
justice to issue the warrant. 


e There must be no other provision in the Criminal Code or any other Act of Parliament 
that would provide for a warrant, authorization or order to allow the intended video 
surveillance to be carried out. 


e The judge may also impose terms or conditions on the warrant, including conditions 
to ensure that the privacy of individuals is respected as much as possible during the 
surveillance. 
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Applications for authorizations and renewals 

Paragraphs 195(2)(a) and (b) of the Criminal Code require statistics relating to: 

(a) the number of applications made for authorizations; 


(b) the number of applications made for renewal of authorizations; 


Table 1 
Number of See eee 
SORE UL 2003 2004 2005 | 2006 2007 
Audio $.1:85..C.C. 99 ai 117 13 50 
| Video S457 0100 im 27 10 31 
| Renewals Sls Oras 6 8 
Emergency audio s188 CC. 3 0 
[Emergency video AS DOLCCA 0 i 0 
| Total 11320 [preg MS £92 


Table 1 presents the number of applications made for audio and video authorizations and 
renewals each year for the five-year period from 2003 to 2007. The data is categorized by the 
three types of applications for which authorizations may be granted: audio and video 


applications (maximum duration sixty days) and renewals thereof pursuant to 


subsections 185(1), 186(6) and section 487.01 of the Criminal Code, and emergency applications 
(maximum duration 36 hours) pursuant to subsection 188(1) and section 487.01 of the 


Criminal Code. 
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EEE 
Paragraph 195(2)(c) of the Criminal Code requires information relating to: 


(c) the number of applications referred to in paragraphs (a) and (b) that were granted, the 
number of those applications that were refused and the number of applications referred 
to in paragraph (a) that were granted subject to terms and conditions; 


Note: No application for an authorization or a renewal has been refused for the 
period 2003-2007. 


Figure 1 


E]With terms and conditions []Without terms and conditions 
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Period for which authorizations and renewals were granted 
Paragraph 195(2)(f) of the Criminal Code requires information relating to: 


(f) the average period for which authorizations were given and for which renewals thereof 
were granted; 


Table 2 


Average period of time valid 


Type of authorization 


s, 185'C.C. (days) 


Emergency video s. 487.01 C.C. (hours) 


Althougn authorizations originally granted and renewed may be valid for a period of up to sixty 
days, this does not necessarily mean interceptions are made during the entire period. For 
example, sufficient evidence may be obtained as a result of the authorization to prove the offence 
and to lay charges prior to the expiration of the authorization. 


Paragraph 195(2)(g) of the Criminal Code requires information relating to: 

(g) the number of authorizations that, by virtue of one or more renewals thereof, were 
valid for more than sixty days, for more than one hundred and twenty days, for more 
than one hundred and eighty days and for more than two hundred and forty days; 

Table 3 


Number of authorizations renewed 
2006 2007 
5 4 


Renewal period 
(days) 


241 or more 


Total renewals 


The categories in Table 3 are mutually exclusive. For example, an authorization valid for a 
period of sixty days which was renewed for a further sixty days is counted in the category 
61-120 days, and an authorization of sixty days coupled with three sixty-day renewals would be 
counted in the 181-240 category. 
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Offences specified in authorizations 
Paragraph 195(2)(i) of the Criminal Code requires information relating to: 


(i) the offences in respect of which authorizations were given, specifying the number 
of authorizations given in respect of each of those offences; 


Table 4 


Number of Authorizations 


Statute Type of offence 2003 | 2004 2005 2006 2007 


10 


Drugs and | of exporting ss. 6(2) 


Trafficking ss. 5(1) 81 ns 88 64 oy 

Possession of a narcotic 

for the purpose of trafficking ss. 5(2) a ae 

Importing and exporting ss. 6(1) | 4 24 24 
Controlled | Possession for the purpose Ra 


= 
Ww 


LoS) 

ple la 
= Un = ES 

ND 

N 


Substances | Production El 6 0 
Act Possession of property 
obtained by designated 
substance offences s. 8 
Laundering proceeds of designated fe ames 
substance offences s. 9 
Export and | Export or attempt to export 5.13 io aaa, 
ree Import or attempt to 1 rt 14 
Permits Act P Bog ene > 
Failure to report imported goods to the ee be ee 
nearest custom office SZ 


& 


False statements g/153 
Keeping, acquiring, disposing of goods 
illegally imported Sule) 
Cisne Smuggling/attempt 

Aes to smuggle goods 
into Canada See) 
Possession of property 
obtained by smuggling 
SOS 


Laundering proceeds 
of smuggling §L63.2 
Oa Deceptive marketing Spee 


pe fe 
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Table 4 (Continued) 


Unlawful possession of fraudulently 
stamped tobacco s. 29 
Unlawful possession or sale of 
improperly packaged tobacco s. 32 
Possession of property 
obtained by excise 
offences 


= 


Laundering proceeds 
of excise offences SM1202 
0 
Unlawful selling 
ee of spirits s. 163 
ore Unlawful production, sale, etc. of 
tobacco or alcohol s. 214 
Unlawful possession of tobacco 
product s:216 
Falsifying or destroying records 
BAL 
Possession of property obtained by 
excise offenses s. 230 
Unlawful packaging 
or stamping ss. 233(1 
Unlawful possession 
or sale of manufactured 
tobacco or cigars ss. 240(1 
Explosives | Manufacture, use, sale, possession, 
Act etc., of explosives s. 6 
Organizing entry in Canada  s. 94 
Coming into Canada by use of a 


Immigration | false or improperly obtained 
Act passport ss. 94(1) 


s. 94.5 
Sr 


Trafficking in persons s. 118 


5122 
Counselling misrepresentation 
s124 


Immigration 
Refugee 
Protection 
Act 
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Table 4 (Continued) 


Satake | TOME offeiee pu Number of authorizations i] 
: Me 2003 | 2004 | 2005 | 2006 | 2007 | 
Forgery of passport S57 0 0 0 0 0 
| Using explosives s. 81 4 | jg on 1) 
Possessing explosives s. 82 + 2 —- 6 0 1 
| Providing or collecting property for | 0 0 0 2 0 | 1 
certain activities s. 83.02 oh Le 
Providing, making available, etc. si 
property or services for terrorist 0 2 0 0 1 
activities $183.05) alk de 
| Using or possessing property for 
. 0 2 0 0 1 
terrorist purposes s. 83.04 ai Nowe = 
Participation in the activity of a 0 > 1 0 | 
terrorist group s. 83.18 | sili 1 
Facilitating terrorist activities 
SU LME | : 0 | ia 
| Instructing to carry out activity for a 0 ) 0 0 | 
terrorist group SL LE ca | 
Instructing to carry out terrorist 
sat 0 2 0 0 1 
vin | activity s. 83.22 | 
bE ae Possession of a prohibited 
Code < 0 i devant 0 0 
| weapon s. 90 eu | 
Unauthorized possession of a 0 0 > 0 0 
firearm eee L ‘Pi 4 
Possession of weapons obtained by 0 0 ie 0 7 0 
commission of offence s. 96 He #4) 
= 
| Weapons trafficking S. 9 | 2 2 ig 12 4 2 
Possession for the purpose 0 10 5 9 0 va 0 
of weapons smuggling s..100. | Las 
Importing or exporting (knowing it do 
0 0 0 1 0 
is unauthorized s. 103 al | | 
Unauthorized importing or 0 0 0 | 0 
exporting s. 104 =i | | 
| Bribery 501201) dunk 0 0 oa ele 
Breach of trust 1127 SÉONATAUS 2-2 0 7 
Obstructing justice 3/139 (RO 7 2 3 | I 
Escape, etc. ss. 145(1) 0 al 0 1 0 ll 0 0 
Keeping gaming or 
L betting house S20 Laie : : || f ie 
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Table 4 (Continued) 


Statute 


Type of offence 


1 


=" 


Number of authorizations 


2003 | 2004 


2007 


2005 


Betting, pool-selling, book-making, 


2007 
etc) s. 202 f £ 9 
Keeping a bawdy house ss. 210(1) 0 0 0 0 
Procuring S22 1 fails NET in| 
Murder wee lov ole. te bia EE 
Manslaughter s. 236 0 0 None 
Attempted murder SB) 6 l er Pee ETS 
Accessory after the fact s. 240 3 0 
Uttering death threats s. 264.1 0 0 
Assault with a weapon > 3 Ron 
or causing bodily harm s. 267 
Aggravated assault s. 268 5 3 
Criminal | Unlawfully causing bodily F jn RSI EE 
on harm s. 269 | 
Sexual assault rie 0 (on 53 ae ee 
Kidnapping 0795 Oe ieee RCC] NE 
Abduction SOR ad Ol ba OE MEER) 
Possession of a device to obtain leeks 
telecommunication facility or 0 
service CP 
Theft eee ONE ae 
Theft, forgery, etc., of 0 0 RALNEE 
credit card s. 342 
Robbery s.344 | 1 3 
Extortion s. 346 0 3 RSA PAIE 
Criminal interest rate s. 347 0 1 ees RCE 
Break and enter s. 348 2 0 RC ere rg 
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Table 4 (Continued) 


Number of authorizations 


Statute type of Recs 2003 | 2004 | 2005 | 2006 | 2007 


Possession of property 


obtained by crime s. 354 oF 5 ae 0 2 
Possession of property obtained by 
the commission of an offence ti 0 = 6 10 
ee 
Forgery s. 367 0 0 0 
Uttering forged document  s. 368 0 1 0 0 0 
Possession of instruments 0 
of forgery S2369 
Fraudulent manipulation of stock 0 2 
exchange transactions 8.382 
Intimidation of justice system 0 
Criminal _ | participant or journalists. 423.1 
Possession of explosive or other 0 2 
lethal device S243 172 
Arson — disregard | 3 3 
for human life s. 433 


Arson — damage to property s.434 


Arson for fraudulent purposes 
s. 435 

Possession of incendiary material 

s. 436.1 


Making counterfeit money  s. 449 


S 


— 


Buying, receiving, 
possessing or importing 
counterfeit money s. 450 
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Table 4 (Continued) 


Uttering counterfeit money  s. 452 


Possession of a machine, instrument 
for making counterfeit money 

s. 458 
Laundering proceeds of counterfeit 
mone s. 462.31 


Attempts, accessories s. 463 


Counselling s. 464 


Criminal 
ade Conspiracy s. 465 


Participating in criminal 

organization s. 467.1 

Participating in activities of 

a criminal organization _s. 467.11 

Commission of an offence for 

a criminal organization _s. 467.12 

Instructing commission 

of an offence for a criminal 
anization s. 467.13 


Most authorizations granted to agents of the Minister of Public Safety and Emergency 
Preparedness provide for the use of electronic surveillance in relation to more than one offence. A 
typical example of such an authorization would be in relation to sections 5 (trafficking), 

6 (importing and exporting), and 7 (production) of the Controlled Drugs and Substances Act and 
conspiracy under section 465 of the Criminal Code to commit these offences. Table 4 represents 
the number of times specific offences were identified in authorizations granted to agents of the 
Minister of Public Safety and Emergency Preparedness. For example, of the 92 authorizations 
granted in 2007, 57 of these authorizations specifically provided for the use of electronic 
surveillance in connection with trafficking a narcotic, 51 for possession for the purpose of 
trafficking and 24 for importing and exporting. 
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Classes of places and methods of interception 


Paragraph 195(2)(/) of the Criminal Code requires information relating to: 


(j) a description of all classes of places specified in authorizations and the number of 
authorizations in which each of those classes of places was specified; 


Table 5 
Class of place Number of authorizations 
F 2003 2004 2005 2006 2007 


Residence (permanent 
7 
25 


Paragraph 195(2)(k) of the Criminal Code requires information relating to: 


(k) a general description of the methods of interception involved in each interception under 
an authorization; 


Table 6 


Number of interceptions 


Method of interception 


Telecommunication 1187 1067 


F Moron et nie lo Re Dir mata el Fie ae | STE! 
Other 154 70 72 81 66 
Total 1498 | 1292 839 


It should be noted that the data reported for 2007 will likely rise in future reports as data updates 
are received. 
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Legal proceedings, use of intercepted material and disposition 
Paragraph 195(2)(/) of the Criminal Code requires information relating to: 


(J) the number of persons arrested whose identity became known to a peace officer as 
a result of an interception under an authorization; 


Figure 2 


* Tt should be noted that the data reported for 2006 and 2007 will likely rise in future reports as 
data updates are received. 
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EEE 
Paragraph 195(2)(d) of the Criminal Code requires information relating to: 


(d) the number of persons identified in an authorization against whom proceedings were 
commenced at the instance of the Attorney General of Canada in respect of: 


(i) an offence specified in the authorization, 


(ii) an offence other than an offence specified in the authorization but in respect of 
which an authorization may be given, and 


(iii) an offence in respect of which an authorization may not be given; 


Table 7 


Number of persons 
against whom proceedings were 
commenced 
(identified in authorization) 


Category of offence 


Offence specified in authorization 
Offence for which an authorization may be given but 
not specified in the authorization 


Offence for which no authorization may be given 
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Paragraph 195(2)(e) of the Criminal Code requires information relating to: 


(e) the number of persons not identified in an authorization against whom proceedings 
were commenced at the instance of the Attorney General of Canada in respect of: 


(i) an offence specified in such an authorization, 


(ii) an offence other than an offence specified in such an authorization but in respect 
of which an authorization may be given, and 


(iii) an offence other than an offence specified in such an authorization and for which 
no such authorization may be given, 


and whose commission or alleged commission of the offence became known to a peace 
officer as a result of an interception of a private communication under an 


authorization; 


Table 8 


Number of persons 
against whom proceedings were 
Category of offence commenced (not identified in 
authorization) 


50 | 86 | 49 


Offence specified in authorization 
Offence for which an authorization may be given 
but not specified in the authorization 


Offence for which no authorization may be given 


Tables 7 and 8 contain information relating to the number of persons charged for all types of 
offences, including Criminal Code offences. Moreover, the three categories of offences are not 
treated as being mutually exclusive, and persons charged with more than one category of offence 
are counted more than once. Therefore, one cannot add the columns in Tables 7 and 8 to obtain 
the total number of persons. It should be noted that the data reported for 2007 will likely rise in 
future reports as data updates are received. 


Tables 7 and 8 are interrelated. Table 7 provides information on the number of persons identified 
in an authorization who were charged with specific categories of offences, 1.e., an offence 
specified in the authorization, an offence other than an offence specified in such an authorization 
but in respect to which an authorization may be given, or an offence other than an offence 
specified in such an authorization and for which no such authorization may be given. Table 8 
provides similar information on persons not identified in an authorization, but who were charged 
as a result of information from the authorized interception. 
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Paragraph 195(2)(m) of the Criminal Code requires information relating to: 


(m) the number of criminal proceedings commenced at the instance of the Attorney General 
of Canada in which private communications obtained by interception under an 
authorization were adduced in evidence and the number of those proceedings that 
resulted in a conviction; 


Figure 3 


Criminal proceedings/Evidence adduced Convictions 


OX 


2003 2004 2005 2006* 2007* 


* It should be noted that the data reported for 2006 and 2007 will likely rise in future reports as 
data updates are received. 
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Paragraph 195(2)(n) of the Criminal Code requires information relating to: 


(n) the number of criminal investigations in which information obtained as a result of the 
interception of a private communication under an authorization was used although the 
private communication was not adduced in evidence in criminal proceedings commenced 
at the instance of the Attorney General of Canada as a result of the investigations. 


Figure 4 


Criminal proceedings/Evidence not adduced Convictions 


250 


200 


150 


100 


PO ee ; 


2003 2004 2005 2006* 2007* 


* It should be noted that the data reported for 2006 and 2007 will likely rise in future reports as 
data updates are received. 
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Notifications 


Pursuant to subsection 196(1) of the Criminal Code, the Minister of Public Safety and Emergency 
Preparedness is required to notify in writing the person who was the object of the interception. 
Furthermore, paragraph 195(2)(4) requires that the Annual Report of the Minister of Public Safety 
and Emergency Preparedness provide: 


(h) the number of notifications given pursuant to section 196. 


Figure 5 
2500 
2000 1983 
1500 1922 
1012 
1000 ss 
714 
500 
0 
2003 2004 2005 2006 2007 


There is a difference between the number of persons named in authorizations and the number of 
persons notified, due to the fact that notifications are served on those persons identified in the 
authorizations who were actually under electronic surveillance. Another factor which contributes 
to this difference is that notification may be delayed by a judge for up to three years if the 
investigation is continuing, is in relation to a terrorism offence or an offence associated with a 
criminal organization, and the judge is of the opinion that the extension would be in the interests of 
Justice. 
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Prosecutions for unlawful interceptions and unlawful disclosure 


Paragraph 195(3)(a) of the Criminal Code requires that the Annual Report provide information 
relating to: 


(a) the number of prosecutions commenced against officers or servants of Her Majesty in 
right of Canada or members of the Canadian Forces for offences under section 184 or 
section 193; 


No such prosecutions have been initiated for the period from 2003 to 2007. 


Subsection 184(1) of the Criminal Code, with a number of specific exceptions, makes it an 
offence for a person to willfully intercept a private communication by means of an 
electromagnetic, acoustic, mechanical or other device. Subsection 193(1), with similar specific 
exceptions, makes it an offence to disclose private communications that are lawfully intercepted, 
or to disclose the existence of such intercepted communications. 
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Paragraph 195(3)(b) of the Criminal Code requires that the Annual Report provide: 


(b) a general assessment of the importance of interception of private communications for 
the investigation, detection, prevention and prosecution of offences in Canada. 


Investigation 


The lawful interception of private communications is a vital tool used by law enforcement 
agencies. It is of great assistance to complex criminal investigations involving threats to national 
security and serious crimes. The statistics presented in Section IIT of this report indicate that the 
majority of authorizations issued are in relation to the offence of trafficking in a controlled 
substance. 


Detection 


The illegal activities of organized criminal groups and terrorist activity, just to name a few, 
would remain largely undetected were it not for the active investigation of the police. Offences 
such as money laundering, smuggling, drug trafficking or participation in the activity of a 
terrorist group, present serious threats to the safety and stability of Canadian communities, and 
the lawful interception of private communications provides a means for the police to detect, and 
consequently investigate, the commission of such offences. 


Prevention 


The use of electronic surveillance in investigations has led to numerous drug seizures, leading to 
a reduction in the amount of illicit drugs and crime associated with their abuse. Without this 
crucial tool, the ability of the law enforcement community to prevent crimes and ensuing social 
harm would be seriously hindered. 


Prosecution 


Investigations of the activities of organized crime groups are increasingly complex and 
sometimes difficult to prove in a court of law. The use of electronic surveillance often provides 
strong evidence against those accused of being involved in illegal activities, increasing the 
likelihood of conviction. The prosecution of such offenders increases public confidence in the 
criminal justice system and contributes to public safety by holding such persons responsible for 
their actions. 
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Paragraph 195(1)(a) of the Criminal Code requires information relating to: 


(a) designated agents who made applications in accordance with 
subsections 185(1) and 487.01(1) of the Criminal Code: 


B. Boyd 

M. Cullen 

E. Froess 

R. Goldstein 
K. Gorman 
P. Hogg 

A. Krahn 

W. K. Lebans 
L. Mathews 
A. McCall 
M. O’Malley 
R. Plume 

R. J. Poirier 
E. Reid 

K. Reitsma 
B. Reitz 

D. Rowcliffe 
L. Trefler 

T. Zuber 
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Paragraph 195(1)(b) of the Criminal Code requires information relating to: 


(b) designated Peace Officer who made an application in accordance with 
subsections 188(1) and 487.01(1) of the Criminal Code: 


P. Webber 
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Section I — Introduction 1 


Part VI of the Criminal Code sets out procedures for the law enforcement community to obtain 
Judicial authorization to conduct electronic surveillance of private communications to assist in 
criminal investigations. These procedures are to be carried out in such a way so as to ensure that 
the privacy of individuals is respected as much as possible during the surveillance. 


As a measure of accountability, section 195 of the Criminal Code requires the Minister of Public 
Safety and Emergency Preparedness to prepare and present to Parliament an annual report on the 
use of electronic surveillance under Part VI for offences that may be prosecuted by or on behalf 
of the Attorney General of Canada. In particular, the annual report must include the following 
information: 


e the number of applications made for authorizations, or for renewal of authorizations; 


e the number of applications granted with or without terms and conditions, as well as 
the number of applications that were refused; 


e the number of persons identified in an authorization who were charged for various 
offences; 


e the number of persons not identified in an authorization, but who were arrested or 
charged for various offences because they became known to peace officers’ as a 
result of authorized surveillance; 


e the average time for which authorizations were issued and for which renewals were 
granted; 


e the number of authorizations valid for more than 60, 120, 180 and 240 days; 


e the number of notifications given to people who had private communications 
intercepted; 


e the types of offences for which authorizations were granted; 


e a description of the classes of places set out in authorizations, and the number of 
authorizations granted for each class of place; 


e ageneral description of the methods of interception used; 


e the number of proceedings in which intercepted communications were entered as 
evidence; and 


e the number of investigations in which information from intercepted communications 
was used but the communication itself was not entered as evidence. 


* A “peace officer” is defined in section 2 of the Criminal Code and includes police officers. 
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The 2008 Annual Report covers a five-year period from 2004 to 2008. The Report includes new 
statistics for the period from January 1, 2008 to December 31, 2008, and updates the figures for 
the years 2004 to 2007. 


The 2008 Annual Report is organized in the following manner: 


e Section II provides an overview of the procedures and processes set out in Part VI of 
the Criminal Code. Information on section 487.01 of the Criminal Code is also 
provided since the law enforcement community can obtain authority to conduct video 
surveillance by applying for a general warrant pursuant to this section. 


e Section III presents the statistical information that must be included in each annual 
report pursuant to subsections 195(2) and 195(3) of the Criminal Code. 


e Section IV provides a general assessment of the importance of electronic surveillance 
for the investigation, detection, prevention, and prosecution of offences as required 
by paragraph 195(3)(b) of the Criminal Code. 


e Appendix A provides a list of agents designated by the Minister or Deputy Minister 
of Public Safety and Emergency Preparedness who made an application for an 
authorization under sections 185 and/or 487.01 of the Criminal Code. 


e Appendix B lists peace officers designated by the Minister of Public Safety and 
Emergency Preparedness who made an application for an authorization under 
sections 188 and/or 487.01 of the Criminal Code. 
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As indicated in Section I, Part VI of the Criminal Code sets out procedures for the law 
enforcement community to obtain judicial authorization to conduct electronic surveillance to 
assist in criminal investigations. 


Designated peace officers and agents can only obtain this authorization to intercept private 
communications for certain offences, which are listed in section 183 of the Criminal Code. 
These offences include serious offences such as facilitating terrorist activity, weapons 
trafficking, child pornography, child abductions, drug trafficking, and organized crime offences. 


Part VI also sets out the requirements that must be met to apply for and obtain authorization to 
intercept private communications. These requirements include the following: 


e Only the Minister of Public Safety and Emergency Preparedness, or persons specially 
designated by the Minister or the Deputy Minister of Public Safety and Emergency 
Preparedness, may make an application for an authorization with regard to offences 
that may be prosecuted by or on behalf of the Attorney General of Canada. 


e An application must be accompanied by an affidavit sworn by a peace officer or 
public officer. The affidavit must include information such as the facts relied on to 
justify the need for an authorization, details about the offence, and the names and 
addresses of the persons whose private communications would be intercepted (section 
LOS 


e Before an authorization is issued, the judge hearing the application must be satisfied 
that it would be in the best interests of the administration of justice to authorize the 
electronic surveillance. Except in the case of certain specific offences, such as a 
terrorism offence, the judge must also be satisfied that other investigative procedures 
have been tried and failed, that other investigative procedures are unlikely to succeed, 
or that there is an urgency such that other investigative procedures are impractical. 
The judge may impose terms and conditions on the authorization, including 
conditions to ensure that the privacy of individuals is respected as much as possible 
during the surveillance (section 186). 


Generally, authorizations are not issued for a period of time longer than 60 days 

(paragraph 186(4)(e)). However, designated persons may apply to a judge to have the 
authorization renewed, which extends the period of time during which they can lawfully conduct 
electronic surveillance. Before the judge may renew the authorization, he or she must be 
satisfied that the same circumstances that applied to the original application for authorization 
still apply (subsection 186(6)). 
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Provisions also permit designated persons to obtain judicial authorization in emergency 
situations. Under section 188 of the Criminal Code, a peace officer designated by the Minister 
of Public Safety and Emergency Preparedness may apply to a judge for an authorization if the 
urgency of the situation requires interception of private communications, but there is not enough 
time to use the regular application process to obtain an authorization. An authorization 
considered in these circumstances may be issued for a period of up to thirty-six hours, and the 
judge may impose terms and conditions. 


In addition to applying for an authorization to intercept private communications under Part VI, 
peace officers and agents may apply to a judge for a general warrant under section 487.01 of the 
Criminal Code. This section enables the issuance of a warrant for the use of any device or 
investigative technique that is not contemplated elsewhere in the Criminal Code or any other Act 
of Parliament. For example, this type of warrant would allow peace officers to carry out video 
surveillance of a person in circumstances where the person has a reasonable expectation of 
privacy. As with other judicial authorizations, certain requirements must be met before a 
warrant can be issued. In the case of warrants issued pursuant to section 487.01, these 
requirements include the following: 


e The judge must be satisfied by information provided under oath and in writing (i.e., a 
sworn affidavit) that there are reasonable grounds to believe that an offence has been 
or will be committed and that information about the offence can be obtained by 
conducting video surveillance. 


e The judge must be satisfied that it is in the best interests of the administration of 
justice to issue the warrant. 


e There must be no other provision in the Criminal Code or any other Act of Parliament 
that would provide for a warrant, authorization or order to allow the intended video 
surveillance to be carried out. 


e The judge may also impose terms or conditions on the warrant, including conditions 
to ensure that the privacy of individuals is respected as much as possible during the 
surveillance. 
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Applications for authorizations and renewals 
Paragraphs 195(2)(a) and (b) of the Criminal Code require statistics relating to: 
(a) the number of applications made for authorizations; 


(b) the number of applications made for renewal of authorizations; 


Table 1 
Ia Number of applications 
Fypessappication made 2004 | 2005 | 2006 | 2007 | 2008 
ESS 
Audio ss OGal) 117 Tn 68 76 
Video S487 OL CC 21 
Renewals s=-L86:-C:C: 8 
Emergency audio S1188 GC: Oinel 
Emergency video Ss 487.0)eG C: 0 
Total 152 


Table 1 presents the number of applications made for audio and video authorizations and 
renewals each year for the five-year period from 2004 to 2008. The data is categorized by the 
three types of applications for which authorizations may be granted: audio and video 
applications (maximum duration sixty days) and renewals thereof pursuant to 

subsections 185(1), 186(6) and section 487.01 of the Criminal Code, and emergency applications 
(maximum duration 36 hours) pursuant to subsection 188(1) and section 487.01 of the 


Criminal Code. 
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Paragraph 195(2)(c) of the Criminal Code requires information relating to: 


(c) the number of applications referred to in paragraphs (a) and (b) that were granted, the 
number of those applications that were refused and the number of applications referred 
to in paragraph (a) that were granted subject to terms and conditions; 


Note: 3 applications for an authorization or a renewal have been refused for the 2004-2008 
period, one of which was in 2008. 


Figure 1 
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Period for which authorizations and renewals were granted 
Paragraph 195(2)(f) of the Criminal Code requires information relating to: 


(f) the average period for which authorizations were given and for which renewals thereof 
were granted; 


Table 2 


Apracitentiingveniter Average period of time valid 
2004 PEN 2006 | 27 | 2008 | 
s. 185 C.C. (days) : À DIES) 
s. 487.01 C.C. (days) = : 50.9 
Bmergeney audio 5.188 .C. dou) | 00 | 360 | 00 [240 36.0 
Emergency video s. 487.01 C.C. (hours) es 0.0 


Calculations for the “average period of time valid” include authorizations and renewals where 
applicable. Further, it is important to note that although authorizations originally granted or 
renewed may be valid for a period of up to sixty days, this does not necessarily mean 
interceptions are made during the entire period. For example, sufficient evidence may be 
obtained as a result of the authorization to prove the offence and to lay charges prior to the 


expiration of the authorization. 

Paragraph 195(2)(g) of the Criminal Code requires information relating to: 

(g) the number of authorizations that, by virtue of one or more renewals thereof, were 
valid for more than sixty days, for more than one hundred and twenty days, for more 


than one hundred and eighty days and for more than two hundred and forty days; 


Table 3 


Renewal period 


Number of authorizations renewed 


(days) 
ibid PRES TN ER TE 


181-240 ei ava a 
241 or more Sane 
Total renewals Sear 
The categories in Table 3 are mutually exclusive. For example, an authorization valid for a 


period of sixty days which was renewed for a further sixty days is counted in the category 


61-120 days, and an authorization of sixty days coupled with three sixty-day renewals would be 
counted in the 181-240 category. 


8 Section III — Statistics 


1 
Offences specified in authorizations 
Paragraph 195(2)(i) of the Criminal Code requires information relating to: 


(i) the offences in respect of which authorizations were given, specifying the number 
of authorizations given in respect of each of those offences; 


Table 4 


Number of Authorizations 


Statute Type of offence 


Possession of Substance s. 4 
Trafficking ssp oC) aera 88 
Possession of a narcotic 

for the purpose of trafficking ss. 5(2 
Importing and exporting ss. 6(1) 
Possession for the purpose 


Hho 


74 


~ 


Controlled 


BI — 
[æ) 
(#2) 
Oo 
oo oO 
U) 


aS fs 
= 


D d 
ee ae of exporting ss. 6(2) I i 18 
Act Production 7 22 2 1 13 


Possession of property 
obtained by designated 
substance offences : 
Laundering proceeds of designated 
substance offences 

Export or attempt to export 


=f 


Export and 
Import 
Permits Act 


pe fe 


Import or attempt to import 
Failure to report imported goods to the 
nearest custom office Sr 12 
False statements 153 
Keeping, acquiring, disposing of goods 
illegally imported s. 155 
Smuggling/attempt 

to smuggle goods 

into Canada Salo 
Possession of property 

obtained by smuggling 


Customs 
Act 


of smuggling SICS 2 


Competition 
Act Deceptive marketing SEA 


Section III — Statistics 


\© 


Table 4 (Continued) 
Statut T f off Number of authorizations 
atute 
i ba hie 2004 | 2005 2006 2007 | 2008 
Unlawful possession of fraudulently 0 2 i A " 


stamped tobacco s. 29 
Unlawful possession or sale of bay lp ee 
improperly packaged tobacco s. 32 

Possession of property 

obtained by excise 0 

offences s126:1 


Laundering proceeds 
of excise offences à, LAO? 


Unlawful distillation SET - 0 | 0 Pe a 


EU 
aie of spirits s#169 
ve Unlawful production, sale, etc. of a | on Th on on oe | 
tobacco or alcohol s. 214 
Unlawful possession of tobacco bag | Oqlgsoom| |e fo, | 
product S.210 
Falsifying or destroying records po a on 
219 
Possession of property obtained by oo Pengen TENUE 
excise offenses s. 230 
cee els eee + 
or stamping ss. 233(1 
Unlawful possession 
or sale of manufactured 1 
tobacco or cigars ss. 240(1 
Explosives | Manufacture, use, sale, possession, Een amet} Fo) 
Act etc., of explosives s. 6 


Organizing entry in Canada _ s. 94 P= Ov Shel an TNT 


Coming into Canada by use of a 
Immigration | false or improperly obtained 
Act passport ss. 94(1) 


Counselling false statements 
s. 94.5 
Immigration | Organizing entry into Canada 
Refugee Sail 


Protection | Trafficking in persons s. 118 rie 


Act Offences related to documents 
0 
Sal? 
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Table 4 (Continued) 
| Number of authorizations 
| statute NUE aan 2004 | 2005 | 2006 | 2007 | 2008 
Forgery of passport SAIS 0 0 0 
Using explosives ANRT ANSE AE 0 
Possessing explosives SnoZ 2 6 0 
Providing or collecting property for 0 0 0 
certain activities Sateen U4 ie 
Providing, making available, etc. 
property or services for terrorist 2 0 0 1 0 
activities s. 83.03 | 
Using or possessing property for > 0 0 À 1 0 
terrorist purposes s. 83.04 
Participation in the activity of a aa 
: 2 1 0 1 0 
terrorist group s. 83.18 
Facilitating terrorist activities 1 0 
s. 83.19 


Instructing to carry out activity for a 
terrorist grou S..83.21 
Instructing to carry out terrorist 


activity SOS! 
gone Possession of a prohibited 
Criminal 
ih: weapon s. 90 
Unauthorized possession of a 
firearm s. 91 
Importing or exporting of 
prohibited weapons S95 
Possession of weapons obtained by 
ioe 0 2 
commission of offence s. 96 
Weapons trafficking s. 99 2 4 
Possession for the purpose 
: 9 0 0 1 
of weapons smuggling s. 100 
Importing or exporting (knowing it 
is unauthorized s. 103 p 4 2 Q 0 
Unauthorized importing or 
exporting s. 104 ÿ s : : : 
Bribery Ss AD 0 0 0 3 2 
Breach of trust @, 1D? 3 2 0 I 5 
Obstructing justice NEC 2 3 1 ae || 
Escape, etc. ss. 145(1) 0 0 0 0 
Keeping gaming or betting fe " ) 0 0 0 0 
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Table 4 (Continued) 


Statute 


Number of authorizations 


2004 2005 2006 | 2007 | 2008 


Type of offence 


Criminal 
Code 


Pike pool-selling, book-making, re or ccs 1 

S202 
er Gee a a 
Procuring CAN EME TEEN RCE 
PP eee D eee 


Attempted murder 52239 


Accessory after the fact s. 240 


Dangerous operation of Motor 
Vehicles, Vessels and Aircraft 
ing bodily harm ss. 249(1)(3) 
Dangerous operation of Motor 
Vehicles, Vessels and Aircraft 
ing death ss. 249(1)(4) 


Uttering death threats s. 264.1 


Assault with a weapon 
or causing bodily harm s. 267 


Aggravated assault s. 268 


Unlawfully causing bodily 
harm 


Sexual assault 


Kidnapping 
Hostage Taking S279 1 
Abduction 


Possession of a device to obtain 
telecommunication facility or 
service 


Unauthorized use of credit card data 2 
ss. 342(3) 


Robbery 11000 
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Table 4 (Continued) 


Number of authorizations 


Statute Type of offence 


Extortion s. 346 6 il 


Break and enter s. 348 0 0 2 0 1 
Possession of property 
obtained by crime s. 354 ce me 2 om ae 
Possession of property obtained by 
the commission of an offence 0 5 4 ie 0 
wee 

Forgery s. 367 0 0 0 0 0 
Uttering forged document  s.368 1 0 0 0 0 
Possession of instruments 
of forgery s. 369 i Y c ui 
Fraud s. 380 3 6 4 9 2 
Fraudulent manipulation of stock 2 
exchange transactions §.382 
Intimidation of justice system 0 

Criminal participant or journalist  s. 423.1 

Code | Mischief te Lai 


Possession of explosive or other 2 
lethal device s. 431.2 


Arson — disregard 
for human life s. 433 


Arson — damage to property s. 434 0 


Arson for fraudulent purposes 
1 
s. 435 


Possession of incendiary material 
s. 436.1 


Making counterfeit money — s. 449 0 


Buying, receiving, 
possessing or importing 0 
counterfeit money s. 450 


Uttering counterfeit money  s. 452 0 


Possession of a machine, instrument 
for making counterfeit money 0 
s. 458 
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Table 4 (Continued) 


Number of authorizations 


Statute Type of offence 


Laundering proceeds of counterfeit 
money s. 462.31 


Attempts, accessories s. 463 


Counselling s. 464 


Conspiracy s. 465 


Participating in criminal 


Criminal 


Cote s. 467.1 


Participating in activities of 

a criminal organization __s. 467.11 
Commission of an offence for 

a criminal organization _s. 467.12 


Instructing commission 
of an offence for a criminal 
anization s. 467.13 


Most authorizations granted to agents of the Minister of Public Safety and Emergency 
Preparedness provide for the use of electronic surveillance in relation to more than one offence. A 
typical example of such an authorization would be in relation to sections 5 (trafficking), 

6 (importing and exporting), and 7 (production) of the Controlled Drugs and Substances Act and 
conspiracy under section 465 of the Criminal Code to commit these offences. Table 4 represents 
the number of times specific offences were identified in authorizations granted to agents of the 
Minister of Public Safety and Emergency Preparedness. For example, of the 103 authorizations 
granted in 2008, 71 of these authorizations specifically provided for the use of electronic 
surveillance in connection with trafficking a narcotic, 66 for possession for the purpose of 
trafficking and 37 for importing and exporting. 
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Classes of places and methods of interception 
Paragraph 195(2)(j) of the Criminal Code requires information relating to: 


(j) a description of all classes of places specified in authorizations and the number of 
authorizations in which each of those classes of places was specified; 


Table 5 
Class of place Number of authorizations 
2005 2006 2007 2008 


Residence (permanent) 


[Residence (temporary) |. nt 1.10 js alse Goes er ar AFTER 


Paragraph 195(2)(k) of the Criminal Code requires information relating to: 


(k) a general description of the methods of interception involved in each interception under 
an authorization; 


Table 6 


Method of interception Number of interceptions 


Telecommunication 


Other 
Total 


* It should be noted that the data will be revised in future years to reflect updated statistics from 
Canadian police forces. 
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Legal proceedings, use of intercepted material and disposition 
Paragraph 195(2)(/) of the Criminal Code requires information relating to: 


(J) the number of persons arrested whose identity became known to a peace officer as 
a result of an interception under an authorization; 


Figure 2 


* It should be noted that the data will be revised in future years to reflect updated statistics from 
Canadian police forces. 
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TL = 
Paragraph 195(2)(d) of the Criminal Code requires information relating to: 


(d) the number of persons identified in an authorization against whom proceedings were 
commenced at the instance of the Attorney General of Canada in respect of: 


(i) an offence specified in the authorization, 


(ii) an offence other than an offence specified in the authorization but in respect of 
which an authorization may be given, and 


(iii) an offence in respect of which an authorization may not be given; 


Table 7 


Number of persons 

against whom proceedings were 
commenced 

(identified in authoriz 


Category of offence 


ation) 


Offence specified in authorization 


Offence for which an authorization may be given but 56 45 30 4] 
not specified in the authorization 


Offence for which no authorization may be given 
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Paragraph 195(2)(e) of the Criminal Code requires information relating to: 


(e) the number of persons not identified in an authorization against whom proceedings 
were commenced at the instance of the Attorney General of Canada in respect of: 


(i) an offence specified in such an authorization, 


(ii) an offence other than an offence specified in such an authorization but in respect 
of which an authorization may be given, and 


(iii) an offence other than an offence specified in such an authorization and for which 
no such authorization may be given, 


and whose commission or alleged commission of the offence became known to a peace 
officer as a result of an interception of a private communication under an 


authorization; 


Table 8 


Number of persons 
against whom proceedings were 
Category of offence commenced (not identified in 
authorization) 


Offence specified in authorization 


Offence for which an authorization may be given 
but not specified in the authorization 
Offence for which no authorization may be given ee 


Tables 7 and 8 contain information relating to the number of persons charged for all types of 
offences, including Criminal Code offences. Moreover, the three categories of offences are not 
treated as being mutually exclusive, and persons charged with more than one category of offence 
are counted more than once. Therefore, one cannot add the columns in Tables 7 and 8 to obtain 
the total number of persons. It should be noted that the data reported for 2007 and 2008 will 
likely rise in future reports as data updates are received. 


Tables 7 and 8 are interrelated. Table 7 provides information on the number of persons identified 
in an authorization who were charged with specific categories of offences, 1.e., an offence 
specified in the authorization, an offence other than an offence specified in such an authorization 
but in respect to which an authorization may be given, or an offence other than an offence 
specified in such an authorization and for which no such authorization may be given. Table 8 
provides similar information on persons not identified in an authorization, but who were charged 
as a result of information from the authorized interception. 
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Paragraph 195(2)(m) of the Criminal Code requires information relating to: 


(m) the number of criminal proceedings commenced at the instance of the Attorney General 
of Canada in which private communications obtained by interception under an 
authorization were adduced in evidence and the number of those proceedings that 
resulted in a conviction; 


Figure 3 


Criminal proceedings/Evidence adduced [lConvictions 


2004 2005 2006 2007 * 2008* 


* It should be noted that the data will be revised in future years to reflect updated statistics from 
Canadian police forces. 
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Paragraph 195(2)(n) of the Criminal Code requires information relating to: 


(n) the number of criminal investigations in which information obtained as a result of the 
interception of a private communication under an authorization was used although the 
private communication was not adduced in evidence in criminal proceedings commenced 
at the instance of the Attorney General of Canada as a result of the investigations. 


Figure 4 


Criminal proceedings/Evidence not adduced ([|Convictions 


2004 2005 2006 2007* 2008 * 


* It should be noted that the data will be revised in future years to reflect updated statistics from 
Canadian police forces. 
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Notifications 


Pursuant to subsection 196(1) of the Criminal Code, the Minister of Public Safety and Emergency 
Preparedness is required to notify in writing the person who was the object of the interception. 
Furthermore, paragraph 195(2)(/) requires that the Annual Report of the Minister of Public Safety 
and Emergency Preparedness provide: 


(h) the number of notifications given pursuant to section 196. 


Figure 5 


1000 = 


2004 2005 2006 2007 2008 


Notice is served on those persons whose communications were intercepted, and who were 
identified in the authorization, either by name, or unnamed but known (e.g., the unidentified 
female living with John Doe). In cases where the person was identified but unnamed in the 
authorization, notification is to be served on such persons where sufficient information is 
acquired to effect notification. As well, notification may be delayed by a judge for up to three 
years if the investigation is continuing, is in relation to a terrorism offence or an offence associated 
with a criminal organization, and the judge is of the opinion that the extension would be in the 
interests of justice. 
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Prosecutions for unlawful interceptions and unlawful disclosure 


Paragraph 195(3)(a) of the Criminal Code requires that the Annual Report provide information 
relating to: 


(a) the number of prosecutions commenced against officers or servants of Her Majesty in 
right of Canada or members of the Canadian Forces for offences under section 184 or 
section 193; 


No such prosecutions have been initiated for the period from 2004 to 2008 


Subsection 184(1) of the Criminal Code, with a number of specific exceptions, makes it an 
offence for a person to wilfully intercept a private communication by means of an 
electromagnetic, acoustic, mechanical or other device. Subsection 193(1), with similar specific 
exceptions, makes it an offence to disclose private communications that are lawfully intercepted, 
or to disclose the existence of such intercepted communications. 
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Paragraph 195(3)(b) of the Criminal Code requires that the Annual Report provide: 


(b) a general assessment of the importance of interception of private communications for 
the investigation, detection, prevention and prosecution of offences in Canada. 


Investigation 


The lawful interception of private communications is a vital tool used by law enforcement 
agencies. It is of great assistance to complex criminal investigations involving threats to national 
security and serious crimes. The statistics presented in Section III of this report indicate that the 
majority of authorizations issued are in relation to the offence of trafficking in a controlled 
substance. 


Detection 


The illegal activities of organized criminal groups and terrorist activity, just to name a few, 
would remain largely undetected were it not for the active investigation of the police. Offences 
such as money laundering, smuggling, drug trafficking or participation in the activity of a 
terrorist group, present serious threats to the safety and stability of Canadian communities, and 
the lawful interception of private communications provides a means for the police to investigate 
the commission of such offences. 


Prevention 


The use of electronic surveillance in investigations has led to numerous drug seizures, leading to 
a reduction in the amount of illicit drugs and crime associated with their abuse. Without this 
crucial tool, the ability of the law enforcement community to prevent crimes and ensuing social 
harm would be seriously hindered. 


Prosecution 


Investigations of the activities of organized crime groups are increasingly complex and 
sometimes criminal charges are difficult to prove in a court of law. The use of electronic 
surveillance often provides strong evidence against those accused of being involved in illegal 
activities, increasing the likelihood of conviction. The prosecution of such offenders increases 
public confidence in the criminal justice system and contributes to public safety by holding such 
persons responsible for their actions. 
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Paragraph 195(1)(a) of the Criminal Code requires information relating to: 


(a) designated agents who made applications in accordance with 
subsections 185(1) and 487.01(1) of the Criminal Code: 


T. Andreopoulos 
L. Boucher 

M. Cullen 

A. Dalmau 

M. Dash 

L. Decarie 

M. Fortune-Stone 
E. Froess 

R. Goldstein 
S. Kovacevich 
P. Lapraire 

W. LeBans 

G. Lennox 

M. Madden 

C. Mainella 

J. Martin 

W. Mcbride 
M. McQueen 
D. McWhinnie 
R. Parker 

A. Ratsoy 

E. Reid 

G. Villeneuve 
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SSS 


Paragraph 195(1)(b) of the Criminal Code requires information relating to: 


(b) designated Peace Officer who made an application in accordance with 
subsections 188(1) and 487.01(1) of the Criminal Code: 


B. Brennan 
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